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Abstract
Machine learning techniques are a set of mathematical models to solve high non-linearity problems of different topics: pre-
diction, classification, data association, data conceptualization. In this work, the authors review the applications of machine 
learning techniques in the field of cybersecurity describing before the different classifications of the models based on (1) 
their structure, network-based or not, (2) their learning process, supervised or unsupervised and (3) their complexity. All the 
capabilities of machine learning techniques are to be regarded, but authors focus on prediction and classification, highlighting 
the possibilities of improving the models in order to minimize the error rates in the applications developed and available in 
the literature. This work presents the importance of different error criteria as the confusion matrix or mean absolute error in 
classification problems, and relative error in regression problems. Furthermore, special attention is paid to the application 
of the models in this review work. There are a wide variety of possibilities, applying these models to intrusion detection, 
or to detection and classification of attacks, to name a few. However, other important and innovative applications in the 
field of cybersecurity are presented. This work should serve as a guide for new researchers and those who want to immerse 
themselves in the field of machine learning techniques within cybersecurity.
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1 Introduction

Internet has become an essential resource for people: in 
2014, about 40% of the world’s population uses the Internet 
and this figure increases up to 78% in the developed coun-
tries [1]. The North Atlantic Treaty Organization (NATO) 
identifies the internet as “a critical national resource for 
governments, a vital part of national infrastructures, and a 
key driver of socio-economic growth and development” [2]. 
Associated to the spread of Internet usage, malicious code 
and software have appeared to compromise computer sys-
tems, attacking and destroying the information they contain 
[3]. This type of attacks are designed to gather users’ infor-
mation such as credit card numbers or passwords, but also 
for distributing information without the user’s consent [3].

Malware is defined as software capable of damaging data 
and systems [4]. It is a threat not only for the individuals 
but also to organizations, companies and even governments, 
including both civil and military infrastructures [5], that are 
at risk of losing valuable information as well as their reputa-
tion [6]. Many examples can be found in recent years involv-
ing the steal of credit and debit cards from Web payment 
systems, the steal of part of Google’s intellectual property, 
or the exposure of users personal information, to name a few 
[6]. Another essential sector is the power sector, a target to 
cyber-attacks whose security has also been regarded (see 
[7–9] and references within).

However, if there is a cyber-attack that should be high-
lighted, it is the attacks suffered by Estonia in 2007. For 
3 weeks, Estonia experienced what is considered the first 
cyberwar provoked by the removal of a Soviet monument 
erected in Tallin in 1947. The target were the websites of 
different Estonian organizations such as banks, universities 
or newspapers. This first cyberwar lead to the announce-
ment of a Policy on Cyber Defence as part of the NATO 
Bucharest Summit Declaration in 2008 [10]. Since then, 
NATO nations have participated in multinational projects to 
enhance their cyber defense capabilities, and the protection 
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of the communications and information systems of the Alli-
ance is regarded as a priority.

In the case of malware, these software have the ability 
of updating and adjusting in a manner that they avoid their 
detection, thus needing security systems capable to auto-
matically learn from experience [11]. The cost of this type of 
attack is difficult to calculate, since many implicit costs are 
associated, but some authors have estimated it as 0.2–0.4% 
of global GDP of the country [12]. According to the NATO, 
G20 economies have lost about 2.5 million jobs due to coun-
terfeiting and piracy, and governments and consumers $125 
billion per year [2].

Different definitions are to cybersecurity but one of them 
it is the definition of Kaspersky lab: Cyber security is the 
practice of defending computers and servers, mobile devices, 
electronic systems, networks and data from malicious 
attacks. It is also known as information technology secu-
rity or electronic information security. The term is broad-
ranging and applies to everything from computer security 
to disaster recovery and end-user education.

The term “cybersecurity” has been formal defined by the 
ISO/IEC 27032:2012 as “the preservation of confidentiality, 
integrity and availability of information in the Cyberspace” 
(the so-called CIA Principle) [13]. It includes other concepts 
represented in Fig. 1. These concepts are defined by the ISO 
as follows:

• Information security: “concerned with the protection of 
confidentiality, integrity, and availability of information 
in general, to serve the needs of the applicable informa-
tion user”.

• Network security: “concerned with the design, imple-
mentation, and operation of networks for achieving the 

purposes of information security on networks within 
organizations, between organizations, and between 
organizations and users”.

• Internet security: “concerned with protecting internet-
related services and related ICT systems and networks 
as an extension of network security in organizations 
and at home, to achieve the purpose of security. Inter-
net Security also ensures the availability and reliability 
of Internet services”.

• Critical information infrastructure protection: “ensures 
that those systems and networks are protected and resil-
ient against information security risks, network secu-
rity risks, internet security risks, as well as Cybersecu-
rity risks”.

• Cybercrime: “criminal activity where services or appli-
cations in the Cyberspace are used for or are the target 
of a crime, or where the Cyberspace is the source, tool, 
target, or place of a crime”.

• Cybersafety: “condition of being protected against 
physical, social, spiritual, financial, political, emo-
tional, occupational, psychological, educational or 
other types or consequences of failure, damage, error, 
accidents, harm or any other event in the Cyberspace 
which could be considered non-desirable”.

• Finally ICT security has not been defined by the ISO, 
but is usually referred to the technical origins of com-
puter security and the CIA principle.

Cybersecurity has to protect personal, governmental and 
business data from misuse or manipulation by other peo-
ple, focusing on three main tasks: (a) taking measures 
to protect equipment, software and the information they 
contain, (b) guaranteeing the state or quality of being pro-
tected from the several threats; and (c) implementing and 
improving these activities [14].

In recent years, many are the organizations and projects 
that have been created with the aim of facing these threats. 
One of them is the Open Web Application Security Project 
(OWASP), an international non-for-profit charitable organ-
ization that focuses on the application security [15]. They 
identify a series of software vulnerabilities and describe 
the ten most important in their top ten project, whose latest 
report was published in 2013 and included the following 
security risks [16]: injection, broken authentication and 
session management, cross-site scripting (XSS), insecure 
direct object references, security misconfiguration, sen-
sitive data exposure, missing function level access con-
trol, cross-site request forgery (CSRF), using components 
with known vulnerabilities, and unvalidated redirects and 
forwards. With similar philosophy, Microsoft’s Security 
Development Lifecycle offers developers information and 
tools to build secure software [17].

Fig. 1  Cybersecurity and other security domains [2]
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So far, a descriptive analysis has been made of the dif-
ferent ways, from the legal point of view, that cybersecurity 
can present. Next, in the following sections, a more detailed 
analysis of a multitude of applications of machine learning 
techniques will be carried out within the different areas. That 
is why this work is considered a good starting point for the 
knowledge of this field of application of machine learning 
techniques. However, it is recommended to delve much more 
following the bibliography in each of the aspects of interest 
since the depth and quantity of bibliography destined for 
this purpose is abundant and it has been impossible to col-
lect it all in this work, highlighting in it that which has been 
considered more relevant and topical.

2  Machine learning

All the capabilities of machine learning techniques are to be 
regarded in order to improve the models, considering many 
factors such as computation time, actualization capability 
and complexity. Depending on the application, the priority 
may vary. Furthermore, different performance criteria are 
considered beyond the error rate, since other indicators such 
as have shown several advantages.

The capacity of automatic classifiers to correctly identify 
malware has been tested, tackling also the false-positives 
cases with successful results using classifiers based on per-
ceptron [18–20]. Machine learning techniques have been 
used for developing threat-detection systems, using Bayes-
ian regularized neural networks, Naive Bayes, Bayesian 
classifiers, support vector machines (SVM), neural network 
classifiers or self-organization maps ([21] and references 
within, [3]) to name a few. Goseva-Popstojanova et al. [22] 
conclude that machine learning techniques such as SVM 
and decision trees can successfully distinguish attack Web 
sessions. Fuzzy logic and neural networks have been suc-
cessfully combined for malware detection, studying the most 
important API calls [4].

Phishing attacks are a particular crime that obtain per-
sonal information from users by fraudulent web sites, and 
is the most common method for the identity theft [23]. 
Machine learning approaches have been used to identify the 
authorship of the phishing attack [24] and to detect phish-
ing e-mails comparing different machine learning techniques 
[25].

2.1  Summary of machine learning techniques

This subsection includes the mathematical description of 
different machine learning techniques used for the detection 
and management of software attacks. The following aspects 
are commented:

• Their structure: network-based or not.
• Their learning process: supervised or unsupervised.
• Their complexity.

According to the above mentioned features, the different 
machine learning models are classified based on their learn-
ing strategy:

1. Unsupervised learning. These methods are usually used 
in the so-called exploratory data analysis, when the 
natural groups to be found are not known beforehand 
and a big dataset is to be analysed. They are also com-
monly used when the classes are known beforehand and 
we want to validate the training process and the sets of 
variables chosen. The best known algorithms are the 
one used for clustering (k-means algorithm [26]) and 
Kohonen’s self-organizing maps [27]. This type of learn-
ing might have different objectives such as grouping, 
generation of hierarchies, dimensionality reduction or 
interpretation and visualization.

2 Supervised learning. It is a type of automatic learning 
where the algorithm used is provided with a number of 
examples with their corresponding answers, that is to 
say, the model is created using its output. The most used 
supervised methods are decision trees, SVM and artifi-
cial neural networks (ANN) in its most popular version 
multilayer perceptron (MLP).

2.1.1  Clustering

The aim of cluster analysis is to group items into homoge-
neous groups based on the similarities between them. As 
this is an unsupervised method, groups must be determined 
without prior information about the classes, and will be 
deduced exclusively from the information of the data. Thus, 
the objectives of clustering are briefly the following:

• To explore the data.
• To reduce or simplify the data or their variables.
• To formulate statistical hypothesis that could be checked 

afterwards.
• To predict from the different groups.

There are different methods or approaches classified into 
hierarchical and partitional. Hierarchical methods are based 
on establishing a hierarchy among the clusters, that is to say, 
they provide a series of consecutive partitions where each 
partition is obtained joining or dividing clusters [28]. On the 
other hand, partitional methods rely on reaching the optimal 
partition of an unknown distribution in the input space by 
forming a defined number of regions (clusters) based on a 
certain similarity measure, so the items belonging to each 
particular group can be represented by a single point (the 
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centre of the cluster). The most known algorithm of this kind 
of methodology is the k-means algorithm.

The algorithm divides a set of n vectors into k groups and 
its aim is to find the centres of the clusters by minimizing 
an inequality function based on the distances between each 
point and its centroid [29]. Hence, the algorithm follows 
these steps:

1. Set the initial centroids.
2. Determine a logic matrix that indicates the position of 

each point in a group.
3. Calculate the inequality function and minimize it.
4. Calculate the new centroids.

The proper operation of this algorithm depends on the initial 
positions of the centroids [30], so it does not guarantee an 
optimal solution.

2.1.2  Self‑organizing maps

Kohonen [27] presented a model of competitive neural 
network capable of forming feature maps through a matrix 
organization of artificial neurons. It generates a typological 
map to place in an optimal way a fixed number of vectors in 
an input space of greater dimension, thus making data eas-
ier to understand [31]. Self-organizing maps (SOMs) are a 
popular non-linear model of unsupervised neural network for 
the solution of dimensionality reduction problems. SOM’s 
learning algorithm follows these steps:

1. Random selection of the input patterns and present it to 
the network.

2. Calculation of the distances of the map of neurons gen-
erated initially and determination of the closest neuron 
to the input vector (minimum distance).

3. Update of the weights of the winner neuron and its 
neighbours from a topological point of view.

4. Repetition of the previous steps until the selected stop 
criterion of the method is satisfied.

2.1.3  Classification and regression trees (CARTs)

Decision, classification or identification trees are one of 
the most outstanding unsupervised learning models. Its 
main virtue is it is a simple classification model, easy to 
understand and to represent graphically. Decision trees’ 
simplicity makes them an appealing alternative to the final 
user of a knowledge extraction system. The aim of the 
process of construction of decision trees is to obtain a tree 
which reveals interesting information to make predictions. 
Decision trees are constructed recursively through an 
induction process with a top-down strategy, from general 
concepts to particular examples. This is why the acronym 

TDIDT (“Top-Down Induction on Decision Trees”) is 
used to refer to the family of algorithms for constructing 
decision trees. TDIDT family of algorithms includes clas-
sical ones such as ID3 [32], C4.5 [33] or CART [34]. A 
key aspect regarding classification trees is how to divide 
each node and pruning rules that indicate until which level 
we want to deepen into the classification rule [35].

2.1.4  Random forest

An extension of CARTs are random forests or random 
decision forests because they are an ensemble learning 
method for classification, regression and other tasks, that 
operate by constructing a multitude of decision trees at 
training time and outputting the class that is the mode of 
the classes (classification) or mean prediction (regression) 
of the individual trees. There are in the literature different 
applications of this technique as for example in web user 
identification [36], intrusion detection [37] or determine 
spam volume [38].

2.1.5  Support vector machines

Vapnik [39] is considered as the pioneer in introducing 
the concept of optimum separating hyperplane of a data-
set in a classification problem, concept upon which SVM 
lie. Separating hyperplanes have two main weaknesses: 
the need of linear separability of the sample and its lineal 
character. Different key milestones can be outlined in the 
development of SVM networks:

• The generation of a feature space from the input space 
by means of a transformation. Through inverse trans-
formation, the linear frontiers of the separating hyper-
planes give rise to non-linear frontiers in the input 
space. This is known as the Kernel Trick method.

• The appearance of the Soft-Margin algorithm for prob-
lems where the perfect separability is of no interest 
(e.g. problems with noise among the observations).

• The generalization of SVMs to regression problems 
through Vapnik’s �-insensitive loss [40].

In order to use SVMs in an efficient, effective way, it is 
necessary to bear in mind two key aspects:

• The training algorithm. For this purpose, several 
authors have developed many algorithms [41–43].

• Hyperparameter-selection methods. There are different 
approaches that can be used based on the concept of 
VC-dimension [44].
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2.1.6  Neural networks

Neural networks models come from the biological model of 
neurons back in the forties, based on the work of psychiatrist 
McCulloch and mathematician Pitts [45]. Applications of 
this kind of models are very large ([46] and its references). 
This model consists of two main elements:

• A structure made of a set of basic units, called neurons, 
organised in layers. The network has three layers: an 
input layer, a hidden layer and an output layer. Each neu-
ral unit has the following components:

– A set of input connections together with a set of 
weights that regulate the intensity of each of the 
input signals.

– A value (the activation threshold) that is subtracted 
from the aggregation of input signals transmitted.

– An activation function that acts upon input signals.
– The output of the neuron as a function of input sig-

nals, called transfer function.

   This structure is usually called network architecture, 
and we can classify the networks based on the number of 
layers, the interconnection degree of the structure or the 
character of the connections.

• A training or learning algorithm calibrates the weights of 
the network and the other parameters based on the devia-
tions between the outputs given by the network and the 
real values.

The typical training algorithm for MLP is known as back-
propagation algorithm. This back-propagation approach 
intends to calculate the derivatives of the target function 
with respect to the parameters in an efficient way. Many 
authors [31, 47, 48] refer to and develop the algorithm. An 
important step to be considered regarding the training algo-
rithm is the initialization. The common method is the one 
proposed by [49], who proposes, basically, choosing the ini-
tial values of the weights so the domain of the input space is 
distributed to the outputs of the network. Furthermore, the 
consistent character of the algorithm has to be noted, even 
achieving convergence rates and demonstrating its asymp-
totic normality.

2.1.7  Other models

New models have been emerging within machine learning 
techniques such as fuzziness-based learning [50–53]. As 
well as the methods described previously, different classi-
cal and modern models have to be regarded since they are 
widely used in several aspects of cybersecurity, as described 
in this chapter. These models or approaches are:

• Bayesian approach. Bayesian classifiers.
• Markov models.

2.1.8  Deep learning

Machine learning and deep learning are so close but it is 
a difference between them. Deep learning is a new field in 
machine-learning research. Its motivation lies in the estab-
lishment of a neural network that simulates the human brain 
for analytical learning. It mimics the human brain mecha-
nism to interpret data such as images sounds and texts [54]. 
As a new technique, there are a lot of studies for these model 
in cybersecurity as for example: anomalies detection in 5G 
networks [55], distributed attack detection in fog-to-things 
computing [56] or classification of malware programs [57]. 
It is recommended to extend the applications revise the 
paper of Xin et al. [58].

2.2  Error criteria

Many researches demonstrate the importance of this analy-
sis, since error rate criterium is not always the key factor. It 
is necessary to consider more factors such as computation 
time, actualization capability and complexity, taking into 
account that the priority could be different in each applica-
tion. When it comes to classifying incoming e-mails, for 
instance, a new error criteria arises: false positives and false 
negatives rates. Especially important are false positives, 
since the consequences and losses of information due to the 
misclassification of an e-mail. Hence, cybersecurity methods 
are usually assessed according to the following terms:

• True positive (TP): number of harmful applications cor-
rectly classified.

• True negative (TN): number of benign applications cor-
rectly classified.

• False positive (FP): number of benign applications mis-
classified as harmful. It is regarded as the main drawback 
of these classification methods [59].

• False negative (FN): number of harmful applications mis-
classified as benign.

  Bearing in mind these definitions, a number of meas-
ures are regarded [60, 61]:

• Precision: percentage of correct positives over the total 
number of positives identified (Eq. 1). 

• Recall (or sensitivity): percentage of positive items cor-
rectly identified as harmful over the total (Eq. 2). 

(1)Precision =
TP

TP + FP
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• Accuracy: percentage of correct predictions (positive and 
negative) (Eq. 3). 

• False alarm rate: benign instances incorrectly classified 
over the total number of benign samples (Eq. 4). 

• Miss rate: harmful instances incorrectly classified over the 
total number of harmful samples (Eq. 5). 

• Error rate: incorrectly classified instances over the total 
(Eq. 6). 

• False positive ratio: false positives over the total number of 
positives identified (Eq. 7). 

• False negative ratio: false negatives over the total number 
of negatives identified (Eq. 8). 

• F-Measure: from precision and recall, this parameter meas-
ures the accuracy of the method according to Eq. (9). 

• Total cost ratio: the cost of misclassified instances is cal-
culated according to Eq. (10), where � is the relative cost 
of both errors. 

• Weighted error: it is calculated using a specified weight � 
(Eq. 11). 

• ROC curve: TP rate is plotted against FP rate.

(2)Recall =
TP

TP + FN

(3)Accuracy =
TP + TN

TP + TN + FP + FN

(4)False alarm rate =
FP

TN + FP

(5)Miss rate =
FN

FN + TP

(6)Error rate =
FP + FN

TP + TN + FP + FN

(7)False positive ratio =
FP

TP + FP

(8)False negative ratio =
FN

TN + FN

(9)F −Measure = 2 ∗
precision ∗ recall

precision + recall

(10)TCR =
FN + TP

�(FP + FN)

(11)WErr =
�TN + TP

�FP

3  Cybersecurity threats

Many are the threats related to computer security and fast 
is their development. Nonetheless, phishing and malware 
can be identified as the most important threats, for example 
to detect malicious executables in the wild [3] or phishing 
counter measures and their differences [23]. Phishing is 
aimed to get personal information fraudulently by imper-
sonating a trustworthy person or entity [62]. Using web 
pages that look like real web pages, users are cheated to 
visit them (usually by clicking on links sent to them by 
email) and enter their personal information [23, 62]. Other 
phishing techniques can be found in [63].

Regarding malware, it comprises three main categories 
depending on how they spread through the cyberspace: 
viruses, Trojan horses and worms [3]. Viruses can be 
found in infected executables or in virus loaders, and affect 
to existing programs that infect other programs when exe-
cuted. Trojan horses perform malicious functions despite 
appearing as benign programs. And worms are self-con-
tained programs able to propagate over a network thanks to 
vulnerabilities of the system. Their objective is usually the 
same: to cause harm to computer systems, to destroy the 
information, and even to gather personal information or to 
distribute information without the user’s knowledge [3].

A third major concern regarding cybersecurity is spam, 
defined as “an e-mail message that is unwanted” [61]. 
Spam e-mails can be not only a time-consuming task for 
recipients but a source of Java applets that may execute 
automatically when the message is read [64].

Apart from the above mentioned threats, SANS Insti-
tute identifies the following malicious spyware actions as 
the most frequent, malicious activities [65]: (1) changing 
network settings, (2) disabling antivirus and antispyware 
tools, (3) turning off the Microsoft Security Center and/
or automatic updates, (4) installing rogue certificates, (5) 
cascading file droppers, (6) keystroke logging, (7) URL 
monitoring, form scraping and screen scraping, (8) turn-
ing on the microphone and/or camera, (9) pretending to 
be an antispyware or antivirus tool, (10) editing search 
results, (11) acting as a spam relay, (12) planting a rootkit 
or altering the system to prevent removal, (13) installing a 
bot for attacker remote control, (14) intercepting sensitive 
documents and exfiltrating them, or encrypting them for 
ransom, (15) planting a sniffer.
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4  Machine learning applied to cybersecurity

Many methods and procedures have been developed for the 
detection of threats in the cyberspace. In the case of mal-
ware, commercial software (antivirus) can be used with 
good results, although their mechanisms can be disabled 
by viruses, whose evolution and improvement is usually 
faster than the development of malware detection software 
[3]. This rapid evolution of the threats led to the adoption 
of learning methods for the detection of unknown mal-
ware, including a variety of machine learning techniques.

Taking Scopus database as the main source of this liter-
ature review, we can describe quantitatively the state-of-art 
of machine learning techniques applied to cybersecurity: 
in June 2015, the search “machine learning AND Spam” 
gave 473 results; “machine learning AND malware”, 326 
results; finally, “machine learning AND phishing”, 94 
results. In view of such numbers, these three threats are 
regarded as the most important ones (or the most studied), 
so the subsequent sections will focus on them.

4.1  Spam detection

Spam is usually related to incoming e-mails, but other 
targets can be identified such as blogs [66, 67], search 
engines [68–70] and even tweets [71]. The detection of 
spam is based on the use of filters that analyse the content 
and decide whether or not they are spam or legitimate 
messages, blogs or websites.

The first filters, which were user-defined, were easily 
dodged by spammers with content “obfuscation” [72]. 
The adoption of machine learning techniques improved 
the detection of spam, and several methods have been 
developed in recent years. Guzella and Caminhas made an 
exhaustive review in [73] in 2009, but many more research 
works have been published since then in this matter.

Any algorithm aimed at detecting spam must address 
the following characteristics [74]: (1) changing class dis-
tributions, (2) message-misclassification costs, (3) com-
plex text patterns, (4) changing target and (5) intelligent 
adaptive adversaries. Two main strategies can be followed 
to detect spam: (1) textual analysis and (2) image-based 
analysis. Textual analysis was the original methodology 
and is basically a text categorization problem [73]. As 
spam messages evolved and involved images with embed-
ded texts, it was necessary to perform image-based analy-
sis as well [73].

Filters have a common structure: first, they extract the 
key words (tokens) of the message, blog, etc. and reduce 
them to their root forms; then, common and irrelevant 
words are deleted, and the resulting set of words is the 

input of the classifier [73]. The different classifiers will 
be discussed in the following paragraphs.

Bayesian classifiers are widely used and consider the 
probabilities of a message being spam or not. These classi-
fiers usually rely on a bag-of-words (BoW) model, a simpli-
fied representation of words used in messages widely applied 
to document classification. Two are the main algorithms: 
Sahami et al. [75] set the basis of spam filtering with Bayes-
ian classifiers back in 1998; later, Graham [76] improved the 
classifier selecting the most relevant features online before 
performing the classification.

Wang et al. [77] developed a spam filter with good results 
in e-mail classification using information gain algorithm 
[78] to select the words in the messages. Almeida et al. [79] 
tested the performance of Naive Bayes classifiers and how 
dimensionality reduction affects them, concluding that the 
selection of attributes and terms is critical in the training 
stage, and that Boolean Naive Bayes and Basic Naive Bayes 
classifiers achieved best performance. Naive Bayes’ tracta-
bility, easy implementation, speed and competitive perfor-
mance are the features that make this technique one of the 
most popular [80]. Cascaded models combining Naive Bayes 
classifiers with other classifiers in a tree or chain-based 
structure have been proposed ([80] and references within). 
This kind of structure uses several consecutive binary clas-
sifications, thus simplifying multi-class problems.

Despite Bayesian classifiers being the most popular for 
spam detection, other machine learning approaches are 
found in the literature. Support vector machines have been 
applied to this matter since 1998 [61]. Since then, differ-
ent research works have proven SVM are appropriate for 
spam e-mail filtering through text classification approaches 
[81, 82]. Amayri and Bouguila performed in [81] a thor-
ough study on spam filtering using SVM with different ker-
nels, making clear the computational cost of some kernels 
and their high training time. In view of these drawbacks, 
Caruana et al. [83] proposed an SVM algorithm to perform 
scalable spam filtering and reduce the training time of this 
technique. Ontology semantics and a distributed comput-
ing framework called MapReduce [84] are used to split the 
training set and improve the accuracy and training stage of 
the algorithm.

A different approach is presented by Wu [85]. Wu 
states that spam-detection methods are usually based on 
the comparison of keywords frequently used by spam-
mers, but the improvement of spam e-mails, sometimes 
tailored by advanced programs that write them as ham 
messages, makes their detection increasingly difficult. 
To tackle this problem, Wu and Tseng and Wu [86] pro-
pose the concept of “spamming behaviors” to characterize 
spam messages and detect them. These “spamming behav-
iors” have the advantage of being more resistant with 
respect to the change of time, unlike specific keywords. 
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In [85], back-propagation neural networks were used for 
spam filtering with satisfactory results, showing very low 
misclassification rates and high accuracy.

Image-based spam has also been studied as it is the 
subsequent weapon of spammers that makes text-analysis 
tools ineffective [73, 87, 88]. Biggio et al. [89] a set of 
computer vision and patter recognition techniques applied 
to the detection of spam messages embedded in images. 
Other recent studies presenting image-spam detection 
methods can also be found [90–94].

Spammers have found other venues apart from e-mails 
for spreading their spam contents. Spam blogs (“splogs”) 
were created with the aim of attracting traffic from blog 
search engines in order to promote splogs [67]. Several 
machine learning techniques such as Naive Bayes, neural 
networks and SVM were tested in [95]. Neural networks 
were also successfully used in [96]. However, SVM is 
the most popular technique and was used to detect spam 
blogs by Abu-Nimeh and Chen [97], Kolari et al. [98], 
Yoshinaka et al. [99], Sculley and Wachman [100], to 
name a few.

The spread of social networks in recent years has 
made them a target for spammers, being Twitter the 
most attacked one due to its fast growth [101]. Machine 
learning methods have been applied to spam detection 
in tweets: McCord and Chuah [101] used random forests 
classifier [102] (combined tree predictors that depend on 
the values of an independent random vector) to distin-
guish spammers from legitimate users; fuzzy K-means 
algorithm was used to detect spam tweets based on trend-
ing topics [103]; Chu et al. [104] designed a system to 
classify Twitter users that includes a Bayesian classifier 
to detect text patterns; decision trees, neural networks, 
SVM and a Bayesian classifier were also used to identify 
spam bots on Twitter, showing the latter the best perfor-
mance [105, 106]; Martinez-Romo and Araujo [71] tested 
decision trees, Naive Bayes, Logistic regression, SVM 
and random forest in spam filtering tasks in tweets, being 
SVM the best in performance; similar methods were 
used [107], where random forest outperformed Bayesian 
networks, decision trees, k-nearest neighbor and SVM; 
Zangerle and Specht used SVM to detect hacked Twitter 
accounts [108].

Spam based on videos is also present in social net-
works such as YouTube. The detection of video spam-
mers has been studied using SVM as a first approach to 
classify spam or legitimate users based on some attributes 
chosen manually [109]. Later, lazy associative classifier 
(LAC) was tested for the same task with slightly better 
results [110]. Other authors approach this issue by train-
ing SVM on a certain number of collections of nearest 
neighbors, considering content, individual and social 
attributes [111].

4.2  Malware detection

The detection of malicious code in its different forms has 
been approached by means of several machine learning tech-
niques, analyzing code patterns and similarities. The first 
research works found in this matter in Scopus database were 
published in 2005 and used an unsupervised machine learn-
ing system to examine the accesses to a computer [112] and 
Markov models to study the spread of malware [113]. Later, 
clustering algorithms were applied to classify software as 
malware [114–116], and SVM were tested in computer sys-
tems [117] as well as in Symbian-OS mobile handsets [118].

Some methods are based on the concept of n-grams, con-
tiguous sequences of n items from a text used in a variety of 
research fields such as natural language processing and com-
puter science. Using n-grams to extract features from files 
or messages, the results are then used for classification tasks 
based on different machine learning methods [119–140].

Shabtai et al. published in 2009 a state-of-the-art sur-
vey on machine learning classifiers based on static features, 
including decision trees, ANN, Naive Bayes, SVM, boost-
ing methods and other classifiers such as k-nearest neighbor 
classifier [131]. Later, one of the key research works used 
Naive Bayesian classifiers to detect malicious JavaScript 
code [141]. Naive Bayes model was successfully used in 
subsequent works such as [142–144].

Recently, considerable efforts have been made in malware 
detection and SVM method has been widely applied with 
satisfactory results [119, 122, 140, 145–153]. Biffio et al. 
completed a thorough study on SVM for security applica-
tions such as malware detection, and identified the main 
harmful actions that the classification algorithm could suf-
fer, namely poisoning (misleading the algorithm), evasion 
(evading the detection) and privacy breaches (obtaining 
information from the internal parameters) [154].

Apart from Naive Bayes and SVM, other machine learn-
ing methods have been applied such as decision trees, suc-
cessfully applied to malware detection in [155], where out-
performed SVM, Naive Bayes and MLP, as well as in [21, 
156–159]. Regarding clustering, it was used to detect and 
classify malware in [160–162]. The performance of Naive 
Bayes, decision trees and k-nearest neighbor was also jointly 
tested in [163]. Boosted Bayesian networks had the highest 
accuracy and lowest false positive rate in Android’s applica-
tion files in [164] when compared to decision trees, Naive 
Bayes, PART, Bayesian networks, boosted decision trees and 
random forest.

Malware is not only a threat for computer systems but for 
smartphones, especially those which run on Android OS. 
Third-party applications can infect smartphones and affect 
them very similarly as they affect computers, so many efforts 
have been made since 2010 to prevent malware in this kind 
of device. Decision trees were tested in a number of research 
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works [165–173] with good results. Naive Bayes method 
was also tested in [174, 175], performing better than other 
classification methods such as decision trees, Bayesian net-
works or SVM in [137, 176]. Bayesian networks outper-
formed SVM, decision trees and k-nearest neighbor in [177], 
while k-nearest neighbor gave better results than the other 
approaches in [178]. SVM had a good performance detecting 
android malware in recent works [118, 179–182]. However, 
Sheen et al. [183] obtained the best results when using a 
multifeature collaborative decision fusion that comprised 
SVM, Naive Bayes and decision trees classifiers.

Finally, Allix and Bissyandé studied the performance of 
SVM and decision trees both in the laboratory and “in the 
wild” and concluded that android malware detectors had 
poor overall performance in the wild, unlike in the labora-
tory tests [184]. They identified some parameters that may 
explain this difference such as the size and quality of train-
ing sets, and concluded that validation scenarios should be 
carefully chosen and training data should include a cleaned 
goodware set. These authors studied the influence of chosen 
malware datasets for training detectors in [185].

4.3  Phishing detection

Phishing attacks were especially noticeable in January 2006, 
when a record number was reported [186]. Before then, few 
studies can be found applied to phishing, but in 2007 two 
main research works were published focused on phishing 
e-mails detection with machine learning techniques: [25, 
186]. In the first one, Fette et al. used a machine-learning 
based classification approach called PILFER, which is based 
on random decision trees, with high accuracy and low false 
negative and positive rates. In the second one, Abu-Nimeh 
et al. compared some machine learning methods namely 
logistic regression, decision trees, SVM, random forests 
and neural networks with inconclusive results: random for-
ests had the lowest error rate, but logistic regression gave 
the lowest false positive rate and weighted error rate. Fur-
thermore, they supported the conclusion of Zhang and Yao 
[187]: the analysis of e-mail headers improves the perfor-
mance of classifiers.

SVM method has been applied in many occasions since 
then: SVM classified phishing webs in [188, 189], detected 
phishing URLs in [190] or detected phishing e-mails in 
[191]. Decision trees gave good results in several studies: 
Ma et al. [192] used neural networks (MLP), Naive Bayes, 
random forest, SVM and decision trees to detect phishing 
e-mails from content, orthographic and derived features, and 
decision trees outperformed the other methods; Lakshmi and 
Vijaya [193] obtained better classification results with deci-
sion trees than with MLP; they classified phishing e-mails 
in [194]; decision trees and neural networks performed well 
in [195].

Other classifiers such as Bayesian have hardly been used 
for filtering phishing e-mails with good results [196], since 
their results were not usually noticeable compared to those 
of SVM and decision trees, basically. However, Bayesian 
networks outperformed SVM and decision trees in [197], 
and a Naive Bayes classifier was combined with clustering 
in a hybrid model with good results in [198].

Recently, Almomani et al. [60] published a survey on the 
different techniques for phishing e-mail filtering, including 
not only different classification approaches but also other 
measures such as network level protection and authentication 
techniques. They also present a summary of the advantages 
and disadvantages of the different filters and classifiers, 
being the computational cost, the needed time and the need 
of continuous feeding the main drawbacks.

Feature selection and its influence in the performance of 
classifiers has been studied as well, since it is a key point for 
phishing detection and filtering and studies have shown an 
improvement in classification accuracies [199, 200]. Finally, 
Purkait’s review [23] includes a thorough discussion of the 
countermeasures that had been published until 2012.

5  Conclusions

In this article, a brief review of machine learning methods 
has been made, emphasizing its applications in the field of 
cybersecurity.

Using the source https ://www.cisec urity .org/cyber secur 
ity-threa ts/, there are very recent events: On June 20, 2018, 
the Cyber Threat Alert Level was evaluated and is remaining 
at Blue (Guarded) due to multiple vulnerabilities in Google, 
Apple, and Microsoft products. On June 13, the MS-ISAC 
released an advisory for a vulnerability in Google Chrome, 
which could allow for arbitrary code execution. On June 
14, the MS-ISAC released an advisory for a vulnerability 
in Apple Xcode for macOS High Sierra, which could allow 
for arbitrary code execution. On June 20, the MS-ISAC 
released an advisory for multiple vulnerabilities in Micro-
soft Exchange Server, which could allow for information dis-
closure. Organizations and users are advised to update and 
apply all appropriate vendor security patches to vulnerable 
systems and to continue to update their antivirus signatures 
daily. Another line of defense includes user awareness train-
ing regarding the threats posed by attachments and hypertext 
links contained in emails especially from un-trusted sources.

Finally, it is important that the reader who is entering into 
this field of cybersecurity and intends to apply this type of 
models, delves into the extensive bibliography that is pre-
sented in this review.
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