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O6w,as nHcpopmauusi 1 BO3MOXHOCTH

MporpamMmHblii  MHTepdpelic noctpoeH no npuHumMnam REST, Ha ocHoBe cneundomkauum JSON-APIL. API
npenocTaBnsieT eduHblii MHTEepdIenc Kak oS MHTerpaunm Yepes nnaTteXxHylo CTpaHuuy, Tak u ans pabotbl Mo
CXeMme cepBep-cepBep.

Bo3moxHocTu:

® JSON-API Ha ocHoBe cTaHnapta RESTful JSON API.

® JlononHWTeNbHas ayTEHTMAMKALNSA HA OCHOBE K/IMEHTCKNX CEPTUCIMKATOB.

® OpHocTaguiiHaa n AByxcTagniiHasa cxembl onnatbl.

® (CXxeMbl MHTerpaumm: 4epesa nnaTtexHyro CTpaHuly Uamn cepBep-cepBep C NCMNob30BaHueM eamHoro API.
® [lopgnepxka 3-D Secure.

® [loBTopHas onnata 6e3 BBoLA HOMEPA, AATbl UCTEYEHUS 1 AepXaTens KapThl.
® [lons pns nepenayn AOMOMHUTENbHbBIX OAHHbIX.

® Bribop cerMeHTa Ansa pasfeneHns notoka TpaH3akLuui.

® Bbi6op 53blka 1 WwabnoHa nnatexHor cTpaHuLbl.

® YcTaHOBKa BPEMEHM XU3HU CECCUm.

® Bbinnatbl Ha KapTy (KpeanTHbIe TpaH3akuum).

® [lepenaya oMHaMMyeckoro geckpunropa.

® PeKkyppeHTHbIE NnaTexu.

® MynbT1BantTHOCTb.

® [IpoBeneHve aBTopmnsauunii C HyneBon CYMMON.

® [IposeneHne DSRP-nnatexei.

® [lopnepxka 3-D Secure 2.0.

NMporpamMMHbINn UHTepdhenc

OpraHusauusi 3aKa3oB ¥ onepawuia

Mnatexu NpPencTaBnsOTCA B BMAE 3aKa3oB. 3akas XpaHuT o6yl MHOPMauMio O nnatexe U PekBUSUTHI
nepxatens. TpaH3akuuu npeAcTaBneHbl B BUAE MOCNEA0BAaTENbHOCTY OMnepauunii, KOTopble acCcoLMMpYOTCs ¢
3aKasoM, Hanpumep: aBTopusauus, PUHAHCOBOE NOATBEPXAEeHUEe, BO3BPAT CPELCTB.

Co3sgaHHOMY 3aKasy npucBavBaeTcs MOEHTUGUKATOP, MNO3Xe 3TOT MOAEHTMUKATOP WUCMO/b3yeTcs B 3anpocax,
CBSA3aHHbIX 3TUM 3aKa30M.

CTaTyC bl 3aKa30B

Mo cTaTycy 3akasa MOXHO CyAMTb O TEKYLWEM COCTOSHUN.

Cratyc PacwudpoBka Bo3moXxHble onepauuv
new 3akas co3naH, Ho 06paboTka ele He Hayanacb —

processing BbinonHsieTcs obpaboTka 3akasa —

prepared OxunpalTcs O0eACTBUSA U3BHE —

authorized MNpoBeneHa ycnewHas asTopusauns reverse, charge, rebill
charged MpoBeneHo ycrnewHoe cnucaHve CpeacTs refund, rebill
reversed MpoBeneHo ycrewHoe aHHy nMpoBaHue rebill
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retunded HRPES BRH YFASILREY BR3RRAGIFPEACTB refund, rebill

3akas 6bin onpeneneH kak OPOAHbIA U OTKNOHEH

fraud rebill
cucTemon

declined 3aka3s 6bin 0TKNoHeH 6aHKOM-3KBaliepoM rebill

chargedback 3akas 6bi1 0TMeYeH Kak Yyapaxoek rebill

B npovecce BbinonHeHUs npousowna owmnbka, BO3MOXHO, )
error rebill

TpebyeTcs BMewWwaTenbeTBO Cy X066l NoaaepXKiu

Cratycbl onepauum

Mo CcTaTtycCy onepauunmn MOXHO CyaonTb 06 YCNewHOCTN ee BbINoTHEeHUS.

Craryc Pacwumdpposka
success Onepauus nposeneHa ycnewHo
failure Onepaums 0TKNOHeHa (Hanpumep, NPoM3oLWen 0Tkas asTopusaLum)

rror B npouecce BbINonHeHUs nponsolwna ownbka, BO3MOXHO, TpebyeTcsi BMewaTenbCTeo

cnyx6bl noanepXxKu
CxeMmbl B3aMMooeNCTBUSA

Onnarta yepe3 NnaTexHylo CTpaHULLY

1. MNonb3oBaTenb HaxmMaeT KHOMKy "OnnaTnTe" Ha canTe NpoaasLa.

2. lMpopnasey obpabaTbiBaeT 3anpoc MOMb30BaTENs HA COBEpPLEHUE MOKYMKW U OTNpaBisieT B CUCTEMy 3anpoc
create, yKasblBasl onucaHve ToBapa, CyMMy naartexa v npu HeobxooumocTu opyrue naHHble (cM. CosnaHuve
3akasa).

B otBeT cuctema nepefaet npohasLy URI NAaTeXHOW CTpaHuLbI.
lMpopaseLl nepeHanpasnseT Nonb3oBatens Ha NoJlyYeHHbIA URT.
Monb3oBaTenb BBOAMT NAaTeXHyo nHopmaunio B popmy.

Cuctema obpabatbiBaeT coopMy 1 NepeHanpasnseT NoNb3oBaTenNs B MarasuH npoasua.

N o o & w

MpomaseL, no HoMepy 3akasa W3 URI 3anpawvBaeT COCTOsSHWE Mmnatexa Yy cucTeMbl (CM. MHdpopmaums o
3akase) 1 Ha OCHOBE MOJy4YeHHOro cTaTyca 3akasa oOpMUPYET CTPaHWLy-pesynbTar.

CepBep-cepBep

1. MNonb3oBaTenb BBOAUT NAATEXHYIO MHAOPMALMIO U HAXMMaeT KHoMKy "Onnatuts" Ha caiTe npoaasLa.

2. MNpopasel, obpabaTbiBaeT 3anpoc MoNb30BaTENs Ha COBEPLIEHWE MOKYMKM M OTMPABASET B CMCTEMY 3anpoc
authorize (cM. ABTOpM3auns 3akasa).
3. Cuctema co3naeT 3akas 1 obpabartbiBaeT nnaTex, UCNob3ys NONYyYEHHbIE PEKBUNTHI.

4. Cuncrema BoaBpallaeT MHGOPMaLMIO O pesybTaTe NpoBeaAeHUs onepauum.

5. Mpognaseu obpabaTbiBaeT pe3ynbTat NPOBELEHNS Onepaumnn 1 hoOpMMPYET CTPaHWLY-pe3ynbTar.

CnucaHue cpepncTs B 63kocpuce

Mocne yCcnewHoro nposeneHus onnatbl 4epes3 nnateXxHy CTpaHuuy npon3soanTcsa cnmcaHme cpencts C KapThbl
3akasuumka. Cnocobbl cnnucaHns:

1. BknioyeHne ABTOKNIMPUHIra B NpPOeKTe (3a,u,ep>|<|<a ABTOKNIMPUHIra 3anaeTcs B MI/IHyTaX).

2. PyuHoe cnincaHue cpencts B Hakogomce ("3akasbl => VckoMmblin 3akas => Cnnucatb").

OnucaHue API



Pabora uepes API

® 3anpochbl ocywectengoTcs no HTTP 1.1 ¢ ncnonb3osaHnem SSL n Basic-aBTopmnsauuu.
e KognupoBka 3anpocoB 1 0TBETOB: UTF - 8.

® 3anpockl 1 oTBeThl B API nepegatotcs B oopmate JSON.

® [lns BbIPY3KM WHOPMALUM UCMONb3YeTCs METOL GET, ONS MPOBEAEHWUS MaHUMynauuii Hapg LaHHbIMU —
MeTonbl POST U PUT.

e Jlns GET-3anpoCcoB NapameTpbl 3anpoca nepematTcs Kak QUERY STRING.
® Jlns POST-3anpOCOB NapameTpbl NepenarTcs B Tene POST-3anpoca, UHoraa nepenaeTcs U QUERY STRING.

® YcrewHble 0TBETHl oTHaloTcs ¢ HTTP-ctatycom 200 (unm 201). B cnyyae ownbku ctatyc MOXET OTAnYaTbCs
(cM. HTTP-kogbl).

AyteHTndpmkauusa
Lnsa noctyna k APl ucnonbsyetcs Basic-asTopmsauus. [Ing kaxaoro npoekra BblAaeTcs OrMH U Naposb.

GET /orders/ HTTP/1.1
Authorization: Basic Zm9vOmJhcg==
Host: example.com

HTTP-kopnbl

JononHutensbHyto nHdopmaumio HeceT HTTP-kog oTeeTa:

Kon, OnucaHue
ST0T KO 03HAYaeT, YTO 3anpoLIEHHas onepauns bbina NnpoeeaeHa ycnewHo. B 3asucumocty ot

200 3anpoLeHHOI onepauun 3To MOXeT 03Ha4yaTb YCMEeLWHO NPOBEeAEHHYI0 aBTOPU3aLMNI0, OTMEHY,
crnvcaHve unv Bo3epar.

201 3akas cosfaH 1 oXunaaeT BBOAA faHHbIX OT Nofb3oBaTens.

402 Onepauust OTKNIOHEHa 3KBaNepoM NN WIHO30M.

422 Ouwwubka Banupauuy gaHHbIX 3anpoca.

500 BHyTpeHHsAs ownbka B akBaepe unu Wwntose.

Tunbl OTKa30B

Tunbl 0TKA30B ONUCHIBAOT NPUYNHY OoTKaaa:

Kon, OnucaHune

declined SkBanep OTKNOHUN TPaH3aKLMIo

fraud TpaH3akumMs 0TKIOHEHA CUCTEMOM 3alMTbl OT MOWEHHUYECKUX TPaH3aKLUMii B W03e.
rejected TpaH3akLuus OTKOHEHA LWO30M.

error OTka3 13-3a ownbky Ha CTOPOHE aKBalepa WK Wn3a.

validation 3anpoc He obpaboTaH, T.K. He NPoLeN BaAMaaumio.

O6paboTka owmboK

Bce oTkasbl 1 owmnbku BO3BpallaloTCcs B eAMHOM doopmarte

"failure_type" : "error",

"failure_message" : "This is an error",
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"order_id" : null,

MpuunHa oTkasa nepedaeTcs B MNofe failure message. ECAM B npouecce o6paboTku 3akasa Obin co3gaH
3akaas, ero ngeHTudmkatop nepegaercsa B none order id.

O6paboTKa OTK/IOHEHHbIX TPaH3aKL UK

Bce oTBETHI AN OTKIOHEHHBIX SMUTEHTOM TpaHSaKLlMVI BO3BpallaTCs B €41HOM cpopmaTe:

"failure_message":"Soft-Decline",
"order 1d":"123456789",

"failure type":"declined"

MpyHUMN hOpMUPOBaHKSI OTBETA Takol Xe, Kak npu obpaboTke ownbok.

Ecnn aBTopm3aumst oTknoHeHa no cueHapuio Soft-Decline, 1o 370 3HauuT, 4TO nNapameTpbl 3anpoca He
ynoBnetBopsitoT HopmaTtnueam SCA (Strong Customer Authentication). Takyio aBTopu3auuio cnegyet nNnpoBoAnNTb C
nepenayen gonara force3d.

MpusHak Soft-Decline - B nHchopMaumm 0 3akase B None iso_response_code byneT 3Ha4YeHue Al.
Banupauus

B cnyyae ownbky Banupauum nepenaeTtcs OOMONHUTENbHbIA NapaMeTp errors, FAe COAEPXMUTCS MHpopMaLus
06 ownbouHblx nonsix. [Ona ynobctea nepenaetcst OONOMHUTENbHAS MHGOPMALMS O Mone, KOTOPOe Bbi3Bano
ownbky.

Mpumep:

curl -v -X POST -H 'Content-Type: application/json' -4 '/{
Ilfooﬂ : llbarll
}' 'http://project:***@api.box:5001/orders/create’

POST /orders/create HTTP/1.1

Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
Host: api.box:5001

Content-Type: application/json
Content-Length: 13

HTTP/1.1 422 Unprocessable Entity
Content-Type: application/json
Content-Length: 223

A AN A AV V V V V V

{ "errors" : [ { "attribute” : "required", "details" : [ "(true)" ], "message" : "Required", "uri" : "#/amount" }, { "message" :

"Unknown property", "uri" : "#/foo" } ], "failure_message" : "Validation failed", "failure_type" : "validation”, "order_id" :
null }

Mpumep Kopa o6paboTKn
response = http.post ('https://api/authorize', pan => 4111111111111111, ... , cvv => 123);

if response.code == 200 {
order = decode_json (response.body) ;
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print "Authorization success";

print "Order ID: " . order.id

} else if response.code == 402 {

print "Authorization declined";

print "Decline reason: " . response.failure_message;

} else if response.code == 422 {

print "Input data is incorrect";

print "Reason: " . response.failure_message;
} else {

print "An error occured: " . response.failure message;
}

TecToBbIX 3anpoc (GET /ping)

MapameTpbl
He npuHumatoTcs.
OtBet

HasBaHue OnucaHune Mpumep
message CoobueHne PONG!
date Tekywwe pata v BpeMs Ha cepeepe 2014-06-30 14:09:20

Mpumep:

curl -v -X GET -H 'Content-Type: application/json' 'http://project:***@api.box:5001/ping’

GET /ping HTTP/1.1

Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
Host: api.box:5001

Content-Type: application/json

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 48

A AN AN ANV V V V V

{ "date" : "2016-08-22 15:39:42", "message" : "PONG!" }

Bbl60pKa AaHHbIX

Mpw BbIrpy3ke OaHHbIX, TAKMX KakK, HaMpumep, CMUCOK 3aKas3oB, MakCcUMasibHOE KONMYECTBO 3anuceii, KoTopble
MOXHO MONy4YMTb 3a OAMH 3anpoc, coctaenseT 2000 3anvceil. PekomeHIyeTcs MCMoONb30BaTb napameTpbl
hunbTpaumm, 4Tobbl OrPaHNYMTb KONMYECTBO BbIFPYXaeMbIX AaHHbIX.

UHdopmauma o 3akase (GET /orders/:1id)

MapameTpbl
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Name

expand

OtBeTt

HassaHue

id
merchant_order_id
auth code
amount
amount_charged
amount_refunded
pan

segment
status
created
updated

card

* . subtype

* . type

client
*.address

* . city

* ,.country

* . email

* .name

* .phone
*.state

*.zip

custom fields
* . description
issuer

*.bin

* . country
*.title
location

*.1ip

operations

Description Example
List of extra objects to display. Possible
expands are: card, client, location, card, location, client
custom_fields, issuer, secure3d

operations.cashflow

OnucaHue Mpumep

YHuKanbHbIA nOAEHTUPUKATOP 3akasa 5673044075769513
NoeHTudukatop 3akasa B cucTeMe MepyaHTa 5678

Kon asTopusauunn AUTH12

Cymma 3akasa 9.99

CyMMa crnmcaHHbIX CpeacTs 9.99

CyMmMma B0O3BpalleHHbIX CpeacTs 5.99

Homep kapThbl 411111****1111
CermeHt 987654321

CraTtyc 3akasa authorized

JlaTta co3paHus 3akasa 2014-06-30 14:38:48
Jlata nocnegHero OeincTBus Hafd 3aKasom 2014-06-30 14:38:48
NHdopmaums o kapTe (*) —

MoaTtun kapThbl classic

Tun kapTbl visa

NHdopmaums o knmeHTe (*) —

Anpec Main ave. 1
Mopon San Francisco
CtpaHa Usa

E-mail foo@bar.com
Nms Ivanov
TenedpoH +1 456 890
Wrar CA

MoyTOBbLIN HAEKC 123456
Monb3oBaTenbckme nons —

Onwncanve 3akasa Book sale #453
NHdpopmaums o 6aHke-aMUTEHTE —

BIN-koq 411111

CTtpaHa RUS

HaseaHue 6aHka Bank

MecTononoxeHue KnueHTa (*) —
IP-appec 8.8.8.8
MaccuB BbINOMHEHHbIX ONepaunii Han 3akasom

(*)

Onwvcaxve noneii cM. B pasaene COMcok onepaLmii.

Mpumep:

curl -v -X GET -H 'Content-Type: application/json'
'http://project:***@api.box:5001/orders/652135802965428627?

expand=card,client, location,custom fields, issuer, secure3d,operations.cashflow'

> GET /orders/23014806815093624°?
expand=card,client, location,custom_fields, issuer, secure3d,operations.cashflow HTTP/1.1
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~ A A AN ANV V V V

Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
Host: api.box:5001

Content-Type: application/json

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 1018

"orders" : [
{
Yamount® : "9.99M,
"amount_charged" : "0.00",
"amount_refunded" : "0.00",
"auth_code" : "AUTH12",
Degmel® g
"holder" : "John Smith",
"subtype" : "classic",
"type" : "visa"
b g
"client" : {
"address" : "Main ave. 1",
"city" : "San Francisco",
"country" : "USA",
"email" : "fooe@bar.com",
"name" : "John Smith",
"phone" : "+1 456 890",
"state" : "CA",
Uil g DIAJABED
B g
"created" : "2021-11-12 12:16:13",
"currency" : "USD",
"custom fields" : {},
"description" : "Book sale #453",
"descriptor" : "TESTMERCH/TERM",
"id" : "65213580296542862",
"igsuer" : {
Ofpim® g DALLILILILD,
"country" : "UKR",
"title" : "TestBank"
b o
"location" : {
"ip" : "6.6.6.6"
B g
"merchant_order_id" : "5678",
"operations" : [
{
"type": "authorize",
"iso_message": "Approved",
"created": "2021-11-12 12:16:13",
"amount": "1213.00",
"auth_code": "212636",
"iso_response_code": "00",
"cashflow": {
"incoming": "0.00",
"fee": "0.00",
"receivable": "-36.39",
"amount": "0.00",
"currency": "USD",
"reserve": "36.39"
b g
"currency": "USD",
"status": "success"
B o
{
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"currency": "USD",

"status": "success",

"cashflow": {
"receivable": "1164.48",
"amount": "1213.00",

"reserve": "36.39",

"currency": "USD",

"incoming": "1200.87",
"fee": "12.13"

}

"arn":

"73922059535879175995901",

"iso_response_code": "00",

"iso_message": "Approved",
"created": "2021-11-12 12:21:13",
"amount": "1213.00",

"type": "charge"

1,

"pan" : "411111****1111",

"secure3d"
"segment"
"status™"
"updated"

{1,
"987654321",
"authorized",
"2016-08-22 15:39:49"

Cnuncok 3aKka3oB (GET /orders/)

MapameTpbl

Name

expand

status

created_from

created_to

merchant_order_id

card. type

card.subtype

location.ip

client

client

issuer

issuer.

issuer

OrtBer

.name

.email

.country

bin

.title

Description Example
Cnucok paclmpeHunii, Kotopble Tpebyetcs
nokasaTb. Bo3MoXxHble pacwmpeHuns: card, . .

card, location,client
client, location, custom_ fields,

issuer, secure3d, operations.cashflow

dunbTp Mo cratycy charged, refunded
dunbTp NO pate co3naHns 2016-01-01 00:00:00
dunbTp NO fate co3naHns 2016-01-31 23:59:59
DunbTp Mo naeHTUUKaTopy 12345,123456

dunbTp MO TUNY KapPTHI visa,mastercard
DunbTp No cybTmny KapThl electron,maestro
dunbTp No IP-anpecy 8.8.8.8,8.8.8.9

lMonck No UMEHW KNMEHTA UM Mo YacTu MMeHn Smith
Mowck no agpecy 3neKTPOHHOW NOYThl UK MO
yacTu agpeca

@yahoo.com

®dunbTp No cTpaHe ammnteHTa (1ISO 3166-1

RUS
alpha-3)
dunbTp no BUH-koay 555555,411111
DPunbTP NO HA3BAHUIO AMUTEHTA Credit Union

Mons oTBeTa NnoBTOPSAOT Habop nonen u3 pasnena UHdgopmarins o 3akase.

Mpumep:
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curl -v -X GET -H 'Content-Type: application/json' 'http://project:***@api.box:5001/orders/"’

GET /orders/ HTTP/1.1

Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
Host: api.box:5001

Content-Type: application/json

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 5550

A AN AN ANV V V V V

{ "orders" : [ { "amount" : "9.99", "amount_charged" : "0.00", "amount_refunded" : "0.00", "auth_code" : "AUTH12",
"created" : "2016-08-22 15:39:49", "currency" : "USD", "description" : "Book sale #453", "descriptor"

"TESTMERCH/TERM", "id" : "23014806815093624", "merchant_order_id" : "5678", "pan" : "411111****1111",
"segment" : "987654321", "status" : "authorized", "updated" : "2016-08-22 15:39:49" }, { "amount" : "9.99",
"amount_charged" : "0.00", "amount_refunded" : "0.00", "auth_code" : "AUTH12", "created" : "2016-08-22 15:39:48",
"currency" : "USD", "description" : null, "descriptor" : "TESTMERCH/TERM", "id" : "23014806643308174",
"merchant_order_id" : null, "pan" : "411111****1111", "status" : "authorized", "updated" : "2016-08-22 15:39:48" } ] }

Cnucok onepauuu (GET /operations/)

MapameTpbl
Name Description Example
Cnincok pacwmpeHuii kotopble TpebyeTtcs
expand nokasaTtb. BoaMoXHble pacwmpeHus: cashflow
cashflow, extra
status dunbTp NO cTatyc error
type dunbTp No TNy charge, refund
created_from dunbTp MO parte cosnaHus 2016-01-01 00:00:00
created_to dunbTp NO farte cosnaHus 2016-01-31 23:59:59
OtBet
HassaHue OnucaHue Mpumep
amount CyMmMma onepauum 9.99
auth_ code Koa aBTopusaumu AUTH12
created ,ﬂaTanpoBeﬂengonepaumm 2014-06-30 14:38:48
iso_message CoobueHune Approved
iso_response_code Kopn oTeBeTa 00
status Cratyc onepauun success
type Tun onepauun authorize
cashflow ®dunHaHcoBas UHhopMaLus —
* . amount Cymma 9.99
*.fee Komuccus 0.00
* . incoming Joxon, 6.00
* . receivable K nonyuyexuio 5.00
Mpumep:
curl -v -X GET -H 'Content-Type: application/json' ‘'http://project:***@api.box:5001/operations/"’

> GET /operations/ HTTP/1.1
> Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
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> Host: api.box:5001
> Content-Type: application/json
>
< HTTP/1.1 200 OK
< Content-Type: application/json
< Content-Length: 2931
<
{
"operations" : [
{
"amount" "11991.00",
"auth_code" "AUTH12",

"created" "2016-08-24 12:07:00",
"currency" : "EUR",

"iso_message" "Approved",
"iso_response_code" : "00",
"order_id" "23011537206894183",

"arn": "28281615742473953725862",

"status" "success",
"type" : "charge"

},

{
"amount" "8997.00",
"auth_code" "AUTH12",

"created" "2016-08-23 12:06:55",
"currency" : "USD",

"iso_message" "Approved",
"iso_response_code" : "00",
"order_id" "23011536237676397",
"status" "success",

"type" : "authorize"

JKcnopT KypcoB BankoT (GET /exchange_rates/)

O6s13aTenbHble_napameTpbl

Ha3BaHue
date

date_from

date_to

OrtBer

HassaHune

exchange rates
* . from
*.to

*.rate

Mpumep:

OnucaHue

Jarta kypcos Banot

HavanbHas gata ons Kypcos BanioT
KoHeuHas gata ans Kypcos BanioT

OnucaHue
O6MeHHbIe faHHble
Kotupyemas saniota
basosas BanoTta
KoTtmposka

curl -v -X GET -H 'Content-Type: application/json'

'http://project:***@api.box:5001/exchange_rates/?date=2014-06-30"

> GET /exchange_rates/ HTTP/1.1
> Authorization: Basic cHJvamVjdDpwYXNzd29yZA==

> Host: api.box:5001

OnucaHue API

Mpumep

2014-06-30
2021-06-29
2021-06-30

Mpumep
UsD

EUR
0.800000



Content-Type: application/json

Content-Type: application/json

>

>

< HTTP/1.1 200 OK

<

< Content-Length: 1805
<

{ "exchange_rates" : [ { "from" : "EUR", "rate" : "75.132109", "to" : "RUB" }, { "to" : "UAH", "from" : "EUR", "rate" :
"31.562887" }, { "from" : "EUR", "rate" : "334.000000", "to" : "UBT" }, { "to" : "USD", "from" : "EUR", "rate" :
"1.145036" } ]}

MpumeuaHune

He nonyckaeTcsl 0JHOBpeMeHHOe MCMoNb30BaHWe PUIbLTPOB MO JaTe U AManasoHy Aar.
PaboTa c 3aKka3amm

Co3paHue 3aKka3a (POST /orders/create)

YcnewHbli 0OTBET Ha 3TOT 3anpoc Bo3BpawaeTcs ¢ kogom 201. 970 o3HayaeT, 4To 3aKkas Co3h4aH M OH oxwuaaet
BBOAA OaHHbIX OT AepXarens KkapTbl.

Ob6s13aTenbHble NapameTpbl

HassaHue OnucaHue Mpumep
amount Cymma 3akasa 9.99

Heo6s13aTtenbHble NapameTpsl

HasBaHue OnucaHue Mpumep

currency Order currency UsD

merchant_order_id NoeHTudukatop 3akasa B cMcTeMe MepyaHTa 5678

segment CermeHT 987654321

description OnucaHuve 3akasa Book sale
#453

client NHdopmaums o knneHTe (*) —

*_ address Anpec Main ave. 1

* . city MNopon san .
Francisco

*  country CtpaHa usa

*.login JIOrVH KnneHTa john_doe

* email E-mail foo@bar.com

* .name Nms Ivanov

« . phone TenedhoH +1 456 890

* . state Wrat ca

*.zip MouToBbIN MHAEKC 123456

custom_fields Monb3oBaTtennbckue nons (*) —

location MecTononoxeHue knueHTta (*) —

* . ip IP-anpec 8.8.8.8

options Onuun (*) —

* . expiration_timeout Bpems ceccuu 30m

*.force3d MpuHyanTensHoe HanpasneHue B 3-D Secure 1

MpoeecTtu onepaumtio Charge (ncnonbayetcs (Ans
OLHOCTaOWMHbIX NnaTexe)

* .auto_charge
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*.language A3bIk NnaTexHon opMbil http://my.u
* . return_url URL ANS NepeHanpasfeHns KnneHTa nocne onnathbl

rl

*.template [labnoH nnaTexHo opMbl 12
* mobile MobunbHbIi WabnoH 1
* terminal TepmuHan TERM12
*.apple_pay_enabled BkntoueHue nopnepxku Apple Pay Ha nnatexHol ctpaHuue 1

BknioyeHue noonepxkun Google Pay™ Ha nnatexHoim
* .google_pay_enabled Anep 9 y 1

cTpaHuue

o http://retu

*.secure3d20_return_url URL ans ysegomnenuii 3-D Secure 2.0 rn.url
* exemption mit ® nar Exemption MIT 1

OTBer
Mons oTBETa NOBTOPSAIOT HAbOp nonei n3 pasgena ViHgopmauns o 3akase.
JononHutenbHO BO3BpaLWaeTCs 3arofoBoK Location B KOTOPOM yKa3blBAETCS CCbINKa HA MNAaTEXHY CTpaHuLy.

MpumMep (MMHUMaNbHbIA HA6OP AAHHbBIX):

curl -v -X POST -H 'Content-Type: application/json' -d '/{
"amount" : 9.99
}'" 'http://project:***@api.box:5001/orders/create’

POST /orders/create HTTP/1.1

Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
Host: api.box:5001

Content-Type: application/json
Content-Length: 15

Location: http://localhost:5002/pay/23014805213622230
Content-Type: application/json
Content-Length: 341

A A A ANV V V V V V

{ "orders" : [ { "amount" : "9.99", "amount_charged" : "0.00", "amount_refunded" : "0.00", "card" : {}, "client" : {},
"created" : "2016-08-22 15:39:42", "currency" : "USD", "custom_fields" : {}, "description" : null, "id"
"23014805213622230", "issuer" : {}, "location" : {}, "merchant_order_id" : null, "operations" : [], "secure3d" : {},
"status" : "new", "updated" : "2016-08-22 15:39:42" } ] }

MpumMep (pacLuMpeHHbI Habop JaHHbIX):

curl -v -X POST -H 'Content-Type: application/json' -d '/{

"amount" : 9.99,

"client" : {
"address" : "Main ave. 1",
"city" : "San Francisco",
"country" : "USA",
"email" : "foo@bar.com",
"name" : "John Smith",
"phone" : "+1 456 890",
"state" : "CA",
"zip" : "123456"

b g

"description" : "Book sale #453",

"location" : {
"ip" : "6.6.6.6"

B g

"merchant_order_id" : "5678",

"options" : {
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"force3d" : 0,

"return_url" : "http://shop.com",
"terminal" : ""

b o

"segment" : "987654321"

}' 'http://project:***@api.box:5001/orders/create’

POST /orders/create HTTP/1.1

Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
Host: api.box:5001

Content-Type: application/json
Content-Length: 357

HTTP/1.1 201 Created

Location: http://localhost:5002/pay/23014805439541518
Content-Type: application/json

Content-Length: 544

A A AN AN ANV V V V V V

{ "orders" : [ { "amount" : "9.99", "amount_charged" : "0.00", "amount_refunded" : "0.00", "card" : {}, "client" : {
"address" : "Main ave. 1", "city" : "San Francisco", "country" : "USA", "email" : "foo@bar.com", "name" : "John
Smith", "phone” : "+1 456 890", "state" : "CA", "zip" : "123456" }, "created" : "2016-08-22 15:39:43", "currency" :
"USD", "custom_fields" : {}, "description" : "Book sale #453", "id" : "23014805439541518", "issuer" : {}, "location" : {
"ip" : "6.6.6.6" }, "merchant_order_id" : "5678", "operations" : [], "secure3d" : {}, "segment" : "987654321", "status" :
"new", "updated" : "2016-08-22 15:39:43"} ] }

MpumeyaHune

[ns ynpaBneHus BKNOYEHUEM Google Pay™ W Apple Pay Ha NAATEXHOW CTpaHuue C NOMoWbio donaros
*_pay_enabled rnobanbHas nogaepxka fonxHa 6biTb OTKNOYEHA B HACTPOAKAX.

ABTopusauus (POST /orders/authorize)

O6s13aTenbHble NapamMeTpbl

HassaHue OnucaHue Mpumep
amount Cymma 3akasa 9.99
pan Homep kapThbl 411111111121111121
card WHdopmaums o kapTe —
« cvy CVV-kop (MoxeT BbITb OTK/IIOYEH B HACTPOWKax 123
npoekTa)
« holder Iepxatenb kapTbl (0T 2 0o 40 cMMBONOB, MOXET BbITb Tohn Smith
OTKJIO4YEHB HACTPOKax NPoekTa)
*.expiration_month Mecsu ncteyeHns kapThbl 06
*.expiration_year on ucTeyeHns kapTol 2022
location MecTononoxeHue knueHTa (*) —
*.ip IP-agpec 8.8.8.8
Heob6s3aTenbHble napaMeTpbl
HasBsaHue OnucaHune Mpumep
currency BantoTa USD
merchant_order_id NpeHTngpukaTop 3akasa B cucteme MepyaHta 5678
segment CermeHTt 987654321
description OnucaHve 3akasa Book sale #453
client NHbopmaums o kineHTe (*) —
*.address Main ave. 1

OnucaHue API



.city Aapss

* country CtpaHa

* . email E-mail

*  name Nms

* .phone TenecpoH

* . state Wrar

* zip [MoyTOBbLIN UHAEKC
custom_fields Monb3oBaTenbckue nons (*)
location MecTononoxeHue KnneHTa (*)
* . ip IP-anpec

options Onuwun (*)

*.force3d MpuHyanTenbHoe Hanpasnexne B 3-D Secure

.return_url

.auto_charge

URL ONng nepeHanpaBieHnsa KNneHTa nocne
onnartbl

OLHOCTaAMNHbIX MnaTexe)

*.terminal TepmuHan

*.recurring dnar pekyppeHTHOro nnarexa
*.secure3d20_return url URL Ons ysegomnenui 3-D Secure 2.0

* exemption mit ® nar Exemption MIT

secure3d JaHHble ayTeHTudpmkaumm 3-D Secure (*)
*.xid MaoeHTndgukatop TpaHsakumm ns PaRes (XID)
*.cavv 3navenne CAVV us PaRes

*.eci MpwnsHak ECI

*.ds_trans_id WaoeHTndukaTtop TpaHsakuum Ha DS

OtBet

San Francisco
USA
foo@bar.com
Ivanov

+1 456 890

CA

123456

8.8.8.8

=

http://my.url

MposecTu onepauuto Charge (ncnonb3yetcs ons 1

TERM12

1
http://return.url
1

8Rg2xYbxLUGsfZlkohlJd
xAQFBM=
AAABCBVRA2EYZXQBV1ED
AAAAAAA=

05
Rcm70YAaT/7SZngVGFQk
m/NJnbQ=

[Monsa oTtBeTa NOBTOPAIOT Ha60p nonen na pasgena MHQOQM&QMH 0 3aKase 1 0onoJsIHNTEeNIbHO MOryT coaepXartb:

HasBsaHue OnucaHue Mpumep

form3d_html 3-D Secure chopma B oopmate HTML <form id="form3d"

form3d 3-D Secure chopma (*) —

* . MD Mapametp MD NTY3NDgONjMzMjAOMDU10Q==
* . PaReq MapameTp PaReq Y3NDgON3MzMOMDU10Q
*.TermUrl URL CMCTEMbI A5 3aBepLIeHNs ornepaumnn http://box.com/complete
*.action URL ACS 6aHka-akBaviepa http://bank.com

* . method MeToL doopMbl POST

Mpumep (MMHMManNbHBIN Habop BaHHbIX):

curl -v -X POST -H 'Content-Type: application/json' -d '/{

"amount" : 9.99,

Deamel® g
"cvv" : "333",
"expiration_month" : 12,
"expiration_year" : 2020,
"holder" : "John Smith"

B g

"location" : {
"ip" : "6.6.6.6"

b,
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"pan" : "4111111111111111"
}' 'http://project:***@api.box:5001/orders/authorize’

POST /orders/authorize HTTP/1.1
Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
Host: api.box:5001

Content-Type: application/json
Content-Length: 156

Content-Type: application/json
Content-Length: 829

A AN AV V V V V V

{ "orders" : [ { "amount" : "9.99", "amount_charged" : "0.00", "amount_refunded" : "0.00", "auth_code" : "AUTH12",
"card" : { "holder" : "John Smith", "subtype" : "classic", "type" : "visa" }, "client" : {}, "created" : "2016-08-22 15:39:48",
"currency" : "USD", "custom_fields" : {}, "description" : null, "descriptor" : "TESTMERCH/TERM", "id"
"23014806643308174", "issuer" : { "bin" : "411111", "country" : "UKR", "title" : "TestBank" }, "location" : { "ip
"6.6.6.6" }, "merchant_order_id" : null, "operations" : [ { "amount” : "9.99", "auth_code" : "AUTH12", "cashflow" : {
"amount" : "0.00", "currency" : "USD", "fee" : "0.00", "incoming" : "0.00", "receivable" : "0.00", "reserve" : "0.00" },
"created” : "2016-08-22 15:39:48", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00",
"status" : "success", "type" : "authorize" } ], "pan" : "411111***1111", "secure3d" : {}, "status" : "authorized",
"updated” : "2016-08-22 15:39:48" } ] }

MpumMep (pacluMpeHHbI Habop BaHHbIX):

curl -v -X POST -H 'Content-Type: application/json' -d '{

"amount" : 9.99,

"card" : {
Dyl g DFII0,
"expiration_month" : 12,
"expiration_year" : 2020,
"holder" : "John Smith"

B g

"client" : {
"address" : "Main ave. 1",
"city" : "San Francisco",
"country" : "USA",
"email" : "foo@bar.com",
"name" : "John Smith",
"phone" : "+1 456 890",
"state" : "CA",
Dzl g TAAJAZET

B g

"description" : "Book sale #453",

"location" : {
"ip" : "6.6.6.6"

B g

"merchant_order_id" : "5678",

"options" : {
"force3d" : O,
"return_url" : "http://shop.com",
"terminal" : ""

B

"pan" : "4111111111111111",

"segment" : "987654321"

}' 'http://project:***@api.box:5001/orders/authorize’

POST /orders/authorize HTTP/1.1
Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
Host: api.box:5001

Content-Type: application/json
Content-Length: 470

vV V. V V V
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HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 1018

A AN AN ANV

{ "orders" : [ { "amount" : "9.99", "amount_charged" : "0.00", "amount_refunded" : "0.00", "auth_code" : "AUTH12",
"card" : { "holder" : "John Smith", "subtype" : "classic", "type" : "visa" }, "client" : { "address" : "Main ave. 1", "city" :
"San Francisco", "country” : "USA", "email" : "foo@bar.com", "name" : "John Smith", "phone" : "+1 456 890", "state" :
"CA", "zip" : "123456" }, "created" : "2016-08-22 15:39:49", "currency" : "USD", "custom_fields" : {}, "description" :
"Book sale #453", "descriptor" : "TESTMERCH/TERM", "id" : "23014806815093624", "issuer" : { "bin" : "411111",
"country" : "UKR", "title" : "TestBank" }, "location" : { "ip" : "6.6.6.6" }, "merchant_order_id" : "5678", "operations" : [ {
"amount" : "9.99", "auth_code" : "AUTH12", "cashflow" : { "amount" : "0.00", "currency" : "USD", "fee" : "0.00",
"incoming" : "0.00", "receivable" : "0.00", "reserve" : "0.00" }, "created" : "2016-08-22 15:39:49", "currency" : "USD",
"iso_message" : "Approved", "iso_response_code" : "00", "status" : "success", "type" : "authorize" } ], "pan” :
"411111**1111", "secure3d" : {}, "segment" : "987654321", "status" : "authorized", "updated" : "2016-08-22
15:39:49"}11}

Mpumep (3-D Secure):

curl -v -X POST -H 'Content-Type: application/json' -d '/{
"amount" : 9.99,
DeaEel® 8 {
"cvv" : "333",
"expiration_month" : 12,
"expiration_year" : 2020,
"holder" : "John Smith"
B o
"location" : {
"ip" : "6.6.6.6"

B

"options" : {
"force3d" : 1

B g

"pan" : "4111111111111111™"
}' 'http://project:***@api.box:5001/orders/authorize’

POST /orders/authorize HTTP/1.1
Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
Host: api.box:5001

Content-Type: application/json
Content-Length: 180

HTTP/1.1 201 Created
Content-Type: application/json
Content-Length: 1083

~ A A A AV V V V V V

"orders" : [
{

"amount" : "9.99",

"amount_charged" : "0.00",

"amount_refunded" : "0.00",

Deamel® g
"holder" : "John Smith",
"subtype" : "classic",
"type" : "visa"

b o

"client" : {},

"created" : "2016-08-22 15:39:46",

"currency" : "USD",
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"custom_fields" : {},

"description" : null,
"form3d" : {
"MD" : "MjMwMTQ4MDYwNzgwNjEzMDM=",
"PaReq" : "PaReq",
"TermUrl" : "http://localhost:5002/complete/secure3d",
"action" : "http://localhost:5002/test/bank",
"method" : "GET"
b o
"form3d_html" : "<form id=\"form3d\" method=\"GET\"

action=\"http://localhost:5002/test/bank\"><input type=\"hidden\" name=\"MD\"
value=\"MjMwMTQ4MDYwNzgwNjEzMDM=\"><input type=\"hidden\" name=\"PaReg\" value=\"PaReqg\"><input
type=\"hidden\" name=\"TermUrl\" value=\"http://localhost:5002/complete/secure3d\"></form>
<script>window.onload = function() {document.forms['form3d'].submit();}</script>",
"id" : "23014806078061303",
"issuer" : {
Digdm® g 04ALIAANILD,
"country" : "UKR",
"title" : "TestBank"
b g
"location" : {
"ip" : "6.6.6.6"
o
"merchant_order_id" : null,
"operations" : [],
"pan" : "411111%***1111",
"secure3d" : {
"reason" : "force3d",
"scenario" : "unknown"

},
"status" : "prepared",
"uypdated" : "2016-08-22 15:39:46"

MpumMeyaHune

Mocne ycnewHoi aBTopu3auMm HeobOXOAMMO MPOBECTU onepaumio CnucaHve cpefcTts, koTopas MpoBOAUT
crnvcaHue cpencTs C kapTbl. Ecnvm B HacTpoiikax akkayHTa He yCTaHOBNEHO aBTOMATMYECKOe CnucaHue, U B
3anpoce He Obina nepepaHa onuns auto_charge, U onepauns charge He Obina NPoBeAeHa SIBHO - CrMCaHWe
npoBeneHo He ByneT, a cymMma aBTopM3auun Yepe3 HEKOTOPoe BpeMsi pasbnokmpyloTcs SMUTEHTOM W CpeacTea
BEPHYTCS AepXaTesto KapThbl.

OTMeHa aBTOpU3aUUM (PUT /orders/:id/reverse)

MapameTpbl

He npuHumatoTcs.

OtBet

Monsi oTBEeTa NOBTOPSIOT HAbop nonel U3 pasaena MiHgopmaums o 3akase.

Mpumep:

curl -v -X PUT -H 'Content-Type: application/json'
'http://project:***@api.box:5001/orders/23014805692462630/reverse’

> PUT /orders/23014805692462630/reverse HTTP/1.1
> Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
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Host: api.box:5001
Content-Type: application/json

Content-Type: application/json
Content-Length: 1115

A AN ANV V V

{ "orders" : [ { "amount" : "9.99", "amount_charged" : "0.00", "amount_refunded" : "0.00", "auth_code" : "AUTH12",
"card" : { "holder" : "John Smith", "subtype" : "classic", "type" : "visa" }, "client" : {}, "created" : "2016-08-22 15:39:44",
"currency" : "USD", "custom_fields" : {}, "description" : null, "descriptor" : "TESTMERCH/TERM", "id"
"23014805692462630", "issuer" : { "bin" : "411111", "country" : "UKR", "title" : "TestBank" }, "location" : { "ip" :
"6.6.6.6" }, "merchant_order_id" : null, "operations" : [ { "amount" : "9.99", "auth_code" : "AUTH12", "cashflow" : {
"amount” : "0.00", "currency" : "USD", "fee" : "0.00", "incoming" : "0.00", "receivable" : "0.00", "reserve" : "0.00" },
"created" : "2016-08-22 15:39:45", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00",
"status" : "success", "type" : "authorize" }, { "amount" : "9.99", "auth_code" : "AUTH12", "cashflow” : { "amount” :
"0.00", "currency" : "USD", "fee" : "0.00", "incoming" : "0.00", "receivable" : "0.00", "reserve" : "0.00" }, "created" :
"2016-08-22 15:39:50", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00", "status" :
"success", "type" : "reverse" } ], "pan” : "411111****1111", "secure3d" : {}, "status" : "reversed", "updated" : "2016-
08-22 15:39:50" } ]}

CnucaHue cpenctB (PUT /orders/:id/charge)

MapameTpbl

HassaHue OnucaHue Mpumep
amount CyMmMma cnmcbiBaeMbIx CPencTs 9.99
OtBer

Mons oTBeTa NOBTOPSOT Habop noneit U3 pasnena NHdopmaums o 3akase.

Mpumep (NonHoe cnucaHue):

curl -v -X PUT -H 'Content-Type: application/json'
'http://project:***@api.box:5001/orders/23014806643308174/charge’

PUT /orders/23014806643308174/charge HTTP/1.1
Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
Host: api.box:5001

Content-Type: application/json

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 1113

>
>
>
<
<
{ "orders" : [ { "amount" : "9.99", "amount_charged" : "9.99", "amount_refunded" : "0.00", "auth_code" : "AUTH12",
"card" : { "holder" : "John Smith", "subtype" : "classic", "type" : "visa" }, "client" : {}, "created" : "2016-08-22 15:39:48",
"currency" : "USD", "custom_fields" : {}, "description" : null, "descriptor" : "TESTMERCH/TERM", "id"

"23014806643308174", "issuer" : { "bin" : "411111", "country" : "UKR", "title" : "TestBank" }, "location" : { "ip" :
"6.6.6.6" }, "merchant_order_id" : null, "operations" : [ { "amount" : "9.99", "auth_code" : "AUTH12", "cashflow" : {
"amount" : "0.00", "currency" : "USD", "fee" : "0.00", "incoming" : "0.00", "receivable" : "0.00", "reserve" : "0.00" },
"created” : "2016-08-22 15:39:48", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00",
"status" : "success", "type" : "authorize" }, { "amount" : "9.99", "auth_code" : "AUTH12", "cashflow" : { "amount" :
"9.99", "currency" : "USD", "fee" : "0.30", "incoming" : "9.69", "receivable" : "9.69", "reserve" : "0.00" }, "created" :
"2016-08-22 15:39:53", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00", "status" :
"success", "type" : "charge" } ], "pan" : "411111****1111", "secure3d" : {}, "status" : "charged", "updated" : "2016-08-
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22 15:39:53"} ]}

MpuMep (YacTUYHOE criucaHue):

curl -v -X PUT -H 'Content-Type: application/json' -4 'f{
"amount" : 1.99
}' 'http://project:***@api.box:5001/orders/23014806312026412/charge’

PUT /orders/23014806312026412/charge HTTP/1.1
Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
Host: api.box:5001

Content-Type: application/json
Content-Length: 15

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 1113

A AN AN ANV V V V V V

{ "orders" : [ { "amount" : "9.99", "amount_charged" : "1.99", "amount_refunded" : "0.00", "auth_code" : "AUTH12",
"card" : { "holder" : "John Smith", "subtype" : "classic", "type" : "visa" }, "client" : {}, "created" : "2016-08-22 15:39:47",
"currency" : "USD", "custom_fields" : {}, "description" : null, "descriptor" : "TESTMERCH/TERM", "id"
"23014806312026412", "issuer" : { "bin" : "411111", "country" : "UKR", "title" : "TestBank" }, "location" : { "ip" :
"6.6.6.6" }, "merchant_order_id" : null, "operations" : [ { "amount” : "9.99", "auth_code" : "AUTH12", "cashflow" : {
"amount” : "0.00", "currency" : "USD", "fee" : "0.00", "incoming" : "0.00", "receivable" : "0.00", "reserve" : "0.00" },
"created" : "2016-08-22 15:39:47", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00",
"status" : "success", "type" : "authorize" }, { "amount" : "1.99", "auth_code" : "AUTH12", "cashflow" : { "amount" :
"1.99", "currency” : "USD", "fee" : "0.06", "incoming" : "1.93", "receivable" : "1.93", "reserve" : "0.00" }, "created" :
"2016-08-22 15:39:51", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00", "status" :
"success", "type" : "charge" } ], "pan" : "411111****1111", "secure3d" : {}, "status" : "charged", "updated" : "2016-08-
22 15:39:51"} 1}

Bo3spat cpenctB (PUT /orders/:id/refund)

MapameTpsbl

HasBsaHue OnucaHue Mpumep
amount Cymma BO3BpallaeMbIx CPencTB 9.99
OtBet

Mons oTBeTa noBTOpSAOT Habop nonel 13 pasnena MHdopmauns o 3akase.
Mpumep:

MpuMep (NONHLIA BO3BpaT):

curl -v -X PUT -H 'Content-Type: application/json'
'http://project:***@api.box:5001/orders/23014806643308174/refund’

PUT /orders/23014806643308174/refund HTTP/1.1
Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
Host: api.box:5001

Content-Type: application/json

Content-Type: application/json
Content-Length: 1404

A AN ANV V V V V
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{ "orders" : [ { "amount" : "9.99", "amount_charged" : "9.99", "amount_refunded" : "9.99", "auth_code" : "AUTH12",
"card" : { "holder" : "John Smith", "subtype" : "classic", "type" : "visa" }, "client" : {}, "created" : "2016-08-22 15:39:48",
"currency" : "USD", "custom_fields" : {}, "description" : null, "descriptor" : "TESTMERCH/TERM", "id"
"23014806643308174", "issuer" : { "bin" : "411111", "country" : "UKR", "title" : "TestBank" }, "location" : { "ip" :
"6.6.6.6" }, "merchant_order_id" : null, "operations" : [ { "amount” : "9.99", "auth_code" : "AUTH12", "cashflow" : {
"amount” : "0.00", "currency" : "USD", "fee" : "0.00", "incoming" : "0.00", "receivable" : "0.00", "reserve" : "0.00" },
"created" : "2016-08-22 15:39:48", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00",
"status” : "success", "type" : "authorize" }, { "amount" : "9.99", "auth_code" : "AUTH12", "cashflow" : { "amount" :
"9.99", "currency" : "USD", "fee" : "0.30", "incoming" : "9.69", "receivable" : "9.69", "reserve" : "0.00" }, "created" :
"2016-08-22 15:39:53", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00", "status" :
"success", "type" : "charge" }, { "amount” : "9.99", "auth_code" : "AUTH12", "cashflow" : { "amount" : "-9.99",
"currency" : "USD", "fee" : "0.00", "incoming" : "-9.99", "receivable" : "-9.99", "reserve" : "0.00" }, "created" : "2016-
08-22 15:39:55", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00", "status" : "success",
"type" : "refund" } ], "pan" : "411111****1111", "secure3d" : {}, "status" : "refunded", "updated" : "2016-08-22
15:39:55" 11}

MpuMep (YacTUYHBIA BO3BpaT):

curl -v -X PUT -H 'Content-Type: application/json' -d '{
"amount" : 1.99
}' 'http://project:***@api.box:5001/orders/23014806312026412/refund’

PUT /orders/23014806312026412/refund HTTP/1.1
Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
Host: api.box:5001

Content-Type: application/json
Content-Length: 15

Content-Type: application/json
Content-Length: 1404

A AN ANV V V V V V

{ "orders" : [ { "amount" : "9.99", "amount_charged" : "1.99", "amount_refunded" : "1.99", "auth_code" : "AUTH12",
"card" : { "holder" : "John Smith", "subtype" : "classic", "type" : "visa" }, "client" : {}, "created" : "2016-08-22 15:39:47",
"currency" : "USD", "custom_fields" : {}, "description" : null, "descriptor" : "TESTMERCH/TERM", "id"

"23014806312026412", "issuer" : { "bin" : "411111", "country”" : "UKR", "title" : "TestBank" }, "location" : { "ip" :
"6.6.6.6" }, "merchant_order_id" : null, "operations" : [ { "amount" : "9.99", "auth_code" : "AUTH12", "cashflow" : {
"amount” : "0.00", "currency" : "USD", "fee" : "0.00", "incoming" : "0.00", "receivable" : "0.00", "reserve" : "0.00" },
"created" : "2016-08-22 15:39:47", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00",
"status” : "success", "type" : "authorize" }, { "amount" : "1.99", "auth_code" : "AUTH12", "cashflow" : { "amount" :
"1.99", "currency” : "USD", "fee" : "0.06", "incoming" : "1.93", "receivable" : "1.93", "reserve" : "0.00" }, "created" :
"2016-08-22 15:39:51", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00", "status" :
"success", "type" : "charge" }, { "amount" : "1.99", "auth_code" : "AUTH12", "cashflow" : { "amount" : "-1.99",
"currency" : "USD", "fee" : "0.00", "incoming" : "-1.99", "receivable" : "-1.99", "reserve" : "0.00" }, "created" : "2016-
08-22 15:39:52", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00", "status" : "success",

"type" : "refund" } ], "pan" : "411111****1111", "secure3d" : {}, "status" : "refunded", "updated" : "2016-08-22
15:39:52"}1}

OtMmeHa (PUT /orders/:id/cancel)

AHanormnyHo nposeneHunio OTMeHbl aBTopun3aLnv nnu Bosspara cpencTs.

MapameTpbl

HasBsaHue OnucaHue Mpumep
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amount CymmMma Bo3BpaluaeMbix CPeacTs (Kpome 9.99
aHHyIMpoBaHns)

OtBeTt

Mons oTBETa NOBTOPSAIOT HAbOpP Nonei 13 pasgena MiHgopmMauns o 3akase.

Mpumep:

curl -v -X PUT -H 'Content-Type: application/json'
'http://project:***@api.box:5001/orders/23014808614292147/cancel"’

PUT /orders/23014808614292147/cancel HTTP/1.1
Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
Host: api.box:5001

Content-Type: application/json

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 1404

A AN AN ANV V V V V

—_

"orders" : [ { "amount" : "9.99", "amount_charged" : "9.99", "amount_refunded" : "9.99", "auth_code" : "AUTH12",
"card" : { "holder" : "John Smith", "subtype" : "classic", "type" : "visa" }, "client" : {}, "created" : "2016-08-22 15:39:56",
"currency" : "USD", "custom_fields" : {}, "description" : null, "descriptor" : "TESTMERCH/TERM", "id" :
"23014808614292147", "issuer" : { "bin" : "411111", "country" : "UKR", "title" : "TestBank" }, "location" : { "ip" :
"6.6.6.6" }, "merchant_order_id" : null, "operations" : [ { "amount” : "9.99", "auth_code" : "AUTH12", "cashflow" : {
"amount" : "0.00", "currency" : "USD", "fee" : "0.00", "incoming" : "0.00", "receivable" : "0.00", "reserve" : "0.00" },
"created" : "2016-08-22 15:39:56", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00",
"status” : "success", "type" : "authorize" }, { "amount" : "9.99", "auth_code" : "AUTH12", "cashflow" : { "amount" :
"9.99", "currency" : "USD", "fee" : "0.30", "incoming" : "9.69", "receivable" : "9.69", "reserve" : "0.00" }, "created" :
"2016-08-22 15:39:56", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00", "status" :
"success"”, "type" : "charge" }, { "amount” : "9.99", "auth_code" : "AUTH12", "cashflow" : { "amount" : "-9.99",
"currency" : "USD", "fee" : "0.00", "incoming" : "-9.99", "receivable" : "-9.99", "reserve" : "0.00" }, "created" : "2016-
08-22 15:39:57", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00", "status" : "success",
"type" : "refund" } ], "pan" : "411111****1111", "secure3d" : {}, "status" : "refunded", "updated" : "2016-08-22
15:39:57" 11}

MoBTOpHbLIN NNaTexX (POST /orders/:id/rebill)

O6s13aTenbHble NapamMeTpbl

HasBsaHue OnucaHue Mpumep

amount Cymma 9.99
CVV-kop (MoxeT BbITb OTK/IHOYEH B HACTPOWKaX

cvVv 123
npoekTa)

location MecTononoxeHve KnMeHTa (*) —

* . ip IP-anpec 8.8.8.8

Heob6si3aTenbHble napameTpbl

HassaHue OnucaHue Mpumep
options Onuunm (*) —
*.recurring ®dnar pekyppeHTHOro nnarexa 1

OcTtanbHble Heobsi3aTebHbIe napamMeTpbl Te Xe, 4TO N B ABTOQVI3au,VIVI.
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OtBet
Mons oTBEeTa NOBTOPSIOT HAbop Nonel U3 pasaena MiHdopMaums o 3akase.

Mpumep:

curl -v -X POST -H 'Content-Type: application/json' -d '/{
"amount" : 9.99,
Dggw® g TiAJT
}' 'http://project:***@api.box:5001/orders/23014808614292147/rebill’

POST /orders/23014808614292147/rebill HTTP/1.1
Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
Host: api.box:5001

Content-Type: application/json

Content-Length: 27

Content-Type: application/json
Content-Length: 815

A AN AV V V V V V

{ "orders" : [ { "amount" : "9.99", "amount_charged" : "0.00", "amount_refunded" : "0.00", "auth_code" : "AUTH12",
"card" : { "holder" : "John Smith", "subtype" : "classic", "type" : "visa" }, "client" : {}, "created" : "2016-08-22 15:39:58",
"currency" : "USD", "custom_fields" : {}, "description" : null, "descriptor" : "TESTMERCH/TERM", "id"
"23014809139351770", "issuer" : { "bin" : "411111", "country" : "UKR", "title" : "TestBank" }, "location" : {},
"merchant_order_id" : null, "operations" : [ { "amount" : "9.99", "auth_code" : "AUTH12", "cashflow" : { "amount” :
"0.00", "currency" : "USD", "fee" : "0.00", "incoming" : "0.00", "receivable" : "0.00", "reserve" : "0.00" }, "created" :
"2016-08-22 15:39:58", "currency" : "USD", "iso_message" : "Approved", "iso_response_code" : "00", "status" :
"success"”, "type" : "authorize" } ], "pan" : "411111****1111", "secure3d" : {}, "status" : "authorized", "updated" :
"2016-08-22 15:39:58" } ] }

Boinnata Ha  kapty (OCT, Original credit transaction) (POST
/orders/:id/credit)
Ob6s13aTenbHble NapamMeTpbl

HasBsaHue OnucaHue Mpumep
amount Cymma 9.99

Heobs3aTenbHble NnapaMeTpbl

Heobs3aTenbHble NnapameTpbl Te Xe, Y4T0 1 B ABTOpM3aLIMK.

OtBet

Mons oTBeTa NOBTOPSIOT HAbop noneit 13 pasnena UHdopmaums o 3akase.

Mpumep:

curl -v -X POST -H 'Content-Type: application/json' -4 '/{

"amount" : 9.99,
"currency" : "USD"
"location" : {

"ip" : "8.8.8.8"

}
}' 'http://project:***@api.box:5001/orders/23014808614292147/credit’

> POST /orders/23014808614292147/credit HTTP/1.1
> Authorization: Basic cHJvamVjdDpwYXNzd29yZA==
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Host: api.box:5001
Content-Type: application/json
Content-Length: 27

Content-Type: application/json
Content-Length: 815

~ A A A V V V V

"orders" : [
{
"amount" : "9.99",
"amount_charged" : "0.00",
"amount_refunded" : "0.00",
"auth_code" : "AUTH12",
"card" : {
"holder" : "John Smith",
"subtype" : "classic",
"type" : "visa"
b o
"client" : {},
"created" : "2016-08-22 15:39:58",
"currency" : "USD",
"custom fields" : {},
"description" : null,
"descriptor" : "TESTMERCH/TERM",
"id" : "23014809139351770",
"igsuer" : {
Oipim® g DALLLIAILD,
"country" : "UKR",
"title" : "TestBank"
iy
"location" : {},
"merchant_order_id" : null,
"operations" : [
{
"amount" : "9.99",
"auth_code" : "AUTH12",
"cashflow" : {
"amount" : "0.00",
"currency" : "USD",
"fee" : "0.00",
"incoming" : "0.00",
"receivable" : "0.00",
"reserve" : "0.00"
b o
"created" : "2016-08-22 15:39:58",
"currency" : "USD",
"iso_message" : "Approved",
"iso_response_code" : "00",
"status" : "success",

"type" : "credit"

] g

"pan" : "411111%***1111",
"secure3d" : {},

"status" : "credited",

"updated" : "2016-08-22 15:39:58"

Boinnarta Ha Kapty 6e3 ccbiiku Ha 3aka3 (OCT, Original credit transaction)( POST

OnucaHue API



/orders/credit)

Ob6s13aTenbHble NapameTpbl

HasBaHue OnucaHue Mpumep
amount Cymma 9.99
pan Homep kapTbl 4111111111111111

Heobsi3aTenbHble NnapameTphbl
Heobsi3aTencHble NapaMeTpbl Te Xe, 4To 1 B ABTOpr3auumm.
OtBeTt

Mons oTBETa NOBTOPSIOT HAbBOp Nonei 13 pasgena MiHdopmMauns o 3akase.

Mpumep:
curl -X POST -H 'Authorization: Basic cHJvamVjdDpwYXNzd29yZA==' -i
'http://project:***@api.box:5001/orders/credit' --data '
{
"amount" : "99.99",
"pan" : "4111111111111111"
} 1
> HTTP/1.1 200 OK
> Server: nginx/1.10.3 (Ubuntu)
> Date: Tue,
> 18 May 2021 10: 37: 12 GMT
> Content-Type: application/json
> Content-Length: 786
> Connection: keep-alive
>
{

"orders": [
{
"descriptor": " merchantl23",
"amount": "99.99",
"status": "credited",
"client": {},
"amount_refunded": "0.00",
"description": null,
"operations": [
{
"auth_code": "301541",
"cashflow": {
"currency": "USD",
"fee": "0.00",
"incoming": "-99.99",
"reserve": "3.00",
"receivable": "-102.99",
"amount": "-99.99"
B o
"status": "success",
"amount": "99.99",
"igso_response_code": "00",
"currency": "USD",
"created": "2021-05-18 13:37:12",
"type": "credit",
"iso_message": "Approved"
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1,
"pan": "411111****1111",

"secure3d": {},

"created": "2021-05-18 13:37:11",

"custom_ fields": {},

"currency": "USD",

"card": {
"type": "mastercard",
"subtype": "standard",
"expiration": "0/0"

b o
"id": "61277755379729234",
"issuer": {
"bin": "527644"
B o

"amount_charged": "0.00",
"location": {},
"auth_code": "301541",

"merchant_order_id": null,
"updated": "2021-05-18 13:37:12"

3aBseplueHue 3-D Secure ayteHTUpUMKauum (POST /orders/:id/complete)

Ob6s3aTenbHble NapameTpbl

HassaHue OnucaHue Mpumep
PaRes OrtBeT cuctembl ayTeHTndpukaumn (ACS) 424EF64895CAES797497F
Mpumep:

curl -X POST 'http://project:***@api.box:5001/orders/43809080318125930/complete' -H ‘'accept:
application/json' -H ‘'authorization: Basic bWVyY2hhbnRfdGVzdDpQQVFpemtWeCtDULJVbTEr' -H 'Content-

Type: application/json' -d '{"PaRes": "YAED53A345D"}'
{
"orders": [
{
"description": "Book sale 453",
"auth_ code": "AUTH12",
"amount": "100.99",

"merchant_order_id": null,

midm: "43809080318125930",
"updated": "2019-03-20 18:47:03",
"pan": "411111****1111",

"currency": "USD",
"descriptor": "321/123",
"amount_charged": "100.99",
"created": "2019-03-20 18:46:15",
"status": "charged",
"amount_refunded": "0.00"
}
]
}
MpuMeyaHune

OHOMOMHT nepenaeT OTBET HAa 3anpoc asTopusauuu. MNpy MOBTOPHOW OTMPAaBKE 3anpoca Ha SHAMOMHT GyaeTt
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nony4yeH oteet: "Order already completed”.

3aBseplLueHue 3-D Secure 2.0 ayTeHTUdpMKaLmn (posT
/orders/:id/complete3d20)

Heob6si3aTenbHble NnapameTphbl

HassaHue OnucaHue Mpumep

cres Base64 encoded cTpoka, conepxauwas pesynbtartbl 3- ewogICJIJhY3NUcmFucO...W9uTl
D Secure ayTeHTudMKaUMm 1A6ICIYLJEUMCIKEQ==

OTBer

Mons oTBETA NOBTOPSIOT HAbop nonel U3 pasaena MiHgopmaums o 3akase.

Mpumep:

curl -X POST -H 'Authorization: Basic cHJIvamVjdDpwYXNzd29yZDEyMw==' -i
'http://project:***@api.box:5001/orders/57937457169525773/complete3d20’

"orders": [{
"merchant_order_id": null,

"client": {},
"secure3d": {
"reason": "force3d",
"xid": "635fb7bc-7acc-451le-a37d-606flfebae78",
"ecim: "5n,
"version": "2",
"authorization_status": "Yy",
"dsrp": "0",
"cavv": "AAABBZEEBgAAAAAAAAQGAAAAAAA=",
"scenario": "full"
b o
"updated": "2020-12-18 13:13:43",
"amount": "123.00",
"currency": "USD",
"status": "authorized",

"pan": "510033****(0101",
"amount_refunded": "0.00",
"amount_charged": "0.00",
"operations": [{
"amount": "123.00",
"auth_code": "123",
"cashflow": {
"currency": "USD",
"receivable": "-3.69",
"amount": "0.00",
"fee": "0.00",
"incoming": "0.00",
"reserve": "3.69"
B o
"type": "authorize",
"iso_message": "Approved",
"created": "2020-12-18 13:13:43",
"iso_response_code": "00",
"status": "success",
"currency": "USD"
51
"auth_code": "123",
"description": null,

"custom_fields": {},
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"location": {
"ip": "6.6.6.6"
P
Uegiselly |
"type": "mastercard",
"expiration": "10/22",
"subtype": "standard"
P
"issuer": {
"bin": "510033"
B o
nidv: "57937457169525773",
"created": "2020-12-18 13:09:52"

MpumeuyaHue

OHAOMOWHT 3aBepluiaeT aBTOpM3aunto, NPoBeAeHHyo ¢ ayTeHTudmkaumelr 3-D Secure 2.0. Ecnn B cBoicTBax
3aKkasa HeT AaHHbIX UAeHTUdMKaumMmn n3 RrReq, byaeTt nonyyeHa owunbka Banuaauum n 3akas 0CTaHeTCs B cTaTyce

prepared.

NMpopmponxeHue 3DS Method URL ayTeHTMdpuKauumn (posT

/orders/:id/resume)

MapameTpbl

He npuHumatoTcs.

OTBer

Mons oTBETa NOBTOPSIOT Habop nonel U3 pasaena MiHgopMaums o 3akase.

Mpumep:

curl -X POST -H 'Authorization: Basic cHJvamVjdDpwYXNzd29yZDEyMw==' -i
'http://project:***@api.box:5001/0orders/60391976929806541/resume’

"orders": [{
"amount": "1.00",
"custom fields": {},
"id": "60391976929806541",
"form3d": {
"threeDSSessionData": "NJjAzOTES5S5NzYS5Mjk4MDY1INDE=",
"method": "POST",
"action": "http://checkout.*** local:80/complete/secure3d20"
B o
"issuer": {
"bin": "220138"
B o

"amount_refunded": "0.00",

"amount_charged": "0.00",

"created": "2021-04-08 12:29:19",

"form3d_html": "<form id=\"form3d\" method=\"POST\"

action=\"http://checkout.*** local:80/complete/secure3d20\"><input type=\"hidden\"
name=\"threeDSSessionData\" value=\"NjAzOTE5NzY5Mjk4MDY1INDE=\"></form><script>window.onload =

function() {document.forms['form3d'].submit();}</script>",
"updated": "2021-04-08 12:29:20",
"status": "prepared",

"description": null,
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"location": {

Dilplg U6.6,6,67
},
"currency": "EUR",
"client": {},

"pan": "220138****0Q13",

"merchant_order_id": null,

"operations": [],

UeaEclPy
"holder": "John Smith",
"type": "mir",
"subtype": "unknown",
"expiration": "12/21"

b o

"secure3d": {
"dsrp": "0",
"scenario": "unknown",
"reason": "force3d",
"ecim: "O",

"version": "2"

MpumeyaHue

OHONONHT NpPOoAONXaeT aBTOpM3aumio, onucaHHyto B pasaene [natexu ¢ 3-D Secure 2.0. MakcmmanbHoe BpeMs
0XuIaHus oTeeTa Ha 3anpoc - 10 cekyHn.

JlononHutenbHble BO3MOXHOCTH

JduHaMnyeckum peckpunTtop

9Ta onumsa JOCTynHa, ecnu ee nonaepxueaeT 6aHk-akBanep.

JunHamuyecknin AeckpunTop Mo3BoNsieT nepenaBaTh MMSI M MECTOMONIOXEHVE MponaBua, KoTopble nonanyT B
6aHKOBCKYIO BbINUCKY OepXXaTens KapTbl 1 6yayT ykasaHbl B SMS, nocbinaeMoM 6aHKOM SMUTEHTOM.

HasBaHue 1M MecTononoXxeHve npofasLa, YCTaHOBMEHHblE MpW perucTpauun Toproeoi Touku (MID) B 6aHke,
MOXHO nepeonpenenaTb akTyanbHbiM 3HAYEHUEM ANs Kax[oro nnarexa. JduHammyeckuini  [eckpuntop
nongepxwusaetcs B onepaumsax Authorize, Create n Rebill.

JaHHble IMHaMM4YecKoro LeckpunTopa LoNXHbl ObiTb ykasaHbl B 6110Ke extra_fields:

Ob6s13aTenbHble NapamMeTpbl

HasBaHue OnucaHue Mpumep
dynamic_descriptor JunHamunyecknin oeckpuntop (*) —

* merchant MMﬂnpouaBua BOOKSTORE LTD
*.city lopon nponasua Moscow
*.country Ctpana npogasua (ISO 3166-1 alpha-2) RU

CornacHo 3Ha4yeHusIM, MPUBELEHHbIM B TMpPUMEpPE, AECKPWNTOP, MOMYYeHHbIi BNafgenbLeM KapTbl, MOXeT
BbIFNSIAETh Crefyownm obpasom:

BOOKSTORE LTD>Moscow RU

MpumeyaHue
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CyMMapHas onvHa 3HayeHwin nonew merchant W city He AONXHA NpeBblwaTth 37 CUMBONMOB, MPW 3TOM LAMHA
3HaYeHUss merchant He OONXHA NpPeBblwaTtb 22 CUMBONOB. 3HayeHWs oboux napameTpoB MOryT codepXartb
TO/MbKO LMAPO-BYKBEHHBIE CUMBOJIbI U 3HAKU MPEMNMHAHUS.

NMonnepxka pnuHHon 3anucu (Airline Addendum)

,D,J'Iﬂ VI,EI,eHTVICpVIKaLI,VIVI nnatexemn, cBsA3aHHbIX C 3aKa3oM aBVIa6I/IJ'IeTOB, €CTb BO3MOXHOCTb nepenasatb OANMHHYIO
3anucb B 3anpocax Create, Authorize, Rebill, Charge.

LOnnHHas 3anucb nepepaeTcs aksaviepy npu cnvcaHum cpencts. Ecnv B 3anpoce Charge ykasaHa LnuHHas
3anucb, oT/Myarowas oT TOW, YyTo Obina ykasaHa MNpu aBTopv3auuy UM CO3naHuM 3akasa, To oHa Oynet
nepeonpeneneHa.

[nuHHas 3anuch nepenaeTtcsi B 6noke extra fields:
O6s13aTenbHble NapamMeTpbl

HasBaHune OnucaHue

airline_addendum

Mpumep
AnvHHas 3anucb (*) —

*.raw_data 01QP1INU1237...3JOHNDOO

JaHHble OnMHHOM 3anucu

YHuKanbHasi KOHBepCcUsA nnatexeun

Ecnu npu nnatexe nepenaeTcs yHVKanbHblli MOEHTUGMUKATOP 3akasa (MHBOMCca), Bce 3aKkasbl, MMEIoLWME OOVH U
TOT Xe WAEHTMMKATOP, NPU aHann3e KOHBEPCUMU Ha MNaTexHOW CTpaHuLe MOryT CYHATATbCS OAHOW MOMbITKON.
9710 nosBonsieT 6onee TOYHO Y4YWUTbIBATH KOHBEPCUIO B TEX Clyyasix, KOrga rnokynatesb AenaeT HecKO/bKO
MoMbITOK NaTexein pasHeiMy KapTamu, 4Tobbl ONNaTUTb OAMH 3aKas.

YHMKanbHbIA nOEHTMUKATOP 3aKkasa MOXHO nepefasath B 3anpocax Create, Authorize, Rebill.

MaoeHTngoukatop nepepaetcs B 6noke extra_fields:

HasBaHue OnucaHue Mpumep
attributes MapameTpbl (*) —
*.invoice_id YHVKanbHbIA NOEHTUGUKATOP 3aKasa 741852963

Mnatexu ¢ 3-D Secure 2.0

JanHble ona npoeenexus nnatexa ¢ 3-D Secure 2.0 ayteHTucpmkaumein nepepatotcs B 3anpoce Authorize B
napameTpe secure3d.

Ob6s13aTenbHble NapamMeTpbl

HasBsaHue OnucaHue Mpumep

secure3d JaHHble ayTeHTudprkaumm 3-D Secure () —

* browser_details MapameTpbl Gpay3epa —

* . * browser_accept_header Twnbl NPYHUMaEMOro KOHTeHTa text/html

*.*.browser_color_depth InybvHa uBeTa ycTpoiicTea 24

* * browser_ip IP nonb3oBaTens 109.86.86.86

*.* browser_language S3blk Opay3epa en

* % browser_ screen_height BbicoTa obnacTtu 6paysepa 1080

*.* browser_screen_width LWunpwrHa obnacTtum bpaysepa 1920

«. % browser timezone PasHuua Mexay TaM3oHoi 6pay3sepa 1 180
BpemeHeM UTC B MnHyTax

*.* browser_user_agent lO3ep areHT Bpaysepa Mozilla

OnucaHue API



* *browser java_enabled ®nar BKoYeHns B Opaysepe NOOAEPXKN  false

Java
*.* . window_height BbicoTa okHa 6paysepa 1080
* . * window_width lUnpuHa okHa 6paysepa 1920
Heob6s3aTenbHble napaMeTpbl
HasBaHue OnucaHue Mpumep
secure3d JaHHble ayTeHTnpukaumm 3-D Secure () —

MprHY LMTENbHOE BK/IOYEHME CLEHAPUS

* . force_challenge
challenge flow

Ecnu oTBeT Ha aBTopu3auunto nmeet Takow BuAa:

"method3d_params": {
"method_url": "https://ds.testcert.testconnect.su/ma",
"method_data":
"axJ0aHJ1ZURTTWV0aG9kTm9 0aWZpY2F0aw9uvVvIMIjoiaHROCHM6Ly8zZHNOZXNOLmlkbWIhbmsucnUvY2dpLWJIpb

i93221fbGlual93IiwidGhyZWVEU1INlcnzlclRyYW52zSUQ1i01iJkNDI0ZDFIMS020TUWLTRKNmME YTMwNy 0 zZMTexZDgzYj JiN2IifQ"

b o
"message": "Method3d required",
"order_id": "60391976929806541"

TO HeobxoaMMO cobpatb B Gpaysepe nonb3oBaTens POpMy, KoTopasi OTNPaBnsieT AaHHble B HEBUAMMbIN i f rame,
UCMONb30BaB ANS HEro 3HaYeHUs NapameTpoB method url W method data W3 0TBETA HA aBTOPU3ALNIO.

Mocne oTnpasku GpaysepoM Monb3oBaTens (POPMbl B HEBUAWMBIA iframe, ONS NPOLONXEHWS aBTopuU3aLMK

Heo6Xx04VMO BbINOMHUTb 3anpoc, oNuUcaHHbIN B pasgene I'IpogonerVle 3DS Method URL ayTeHTUPUKALMWN.

DSRP-nnatexwu

JanHble DSRP-nnatexa nepepnatoTcs B napameTpe secure3d

Ob6s13aTenbHble NapameTpbl

HasBaHue OnucaHue Mpumep

secure3d JanHble ayTeHTudpmkaumm 3-D Secure (*) —

*.dsrp MpusHak DSRP-nnatexa 1

. 8Rg2xYbxLUGsfZ1lkohlJxA

*.xid WNaoeHtudbukartop tpaHsakumm n3 PaRes (XID) FBS[: ©
AAABCBVRA2EYZXQBV1EDAAA

*.cavv 3Hauenne CAVV us PaRes AAAA= ©

* . eci MpwusHak ECI 05

Heo6s13aTtenbHble NapameTpbl

HasBaHue OnucaHune Mpumep
Twn nnatexHown cuctembl DSRP. [locTynHble Tvnbi:

dsrp_type masterpass, apple_pay, android_pay, masterpass
samsung_pay

dsrp_wallet id ID uncbpoBoro Kowwenbka 765

MapameTp dsrp _wallet_id NPUMEHSAETCHA TONbKO €CNN dsrp_ type == masterpass. ECAM TN nnaTeXxHon
CUCTEMbI He yKasaH, Mo yMON4YaHuo cuntaeTcs, 4to ato ApplePay.
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Mpu pabote ¢ DSRP-nnatexamm MepyaHT NonyyaeT TOKEH, B KOTOPOM COAEPXaTCs PEKBU3NTbI 4151 NPOBEAEHNS
nnarexa. 3anonHeHne napameTpos Ha npumepe ApplePay:

HasBaHue B TOKeHe HassaHue B API
applicationPrimaryAccountNumber pan

applicationExpirationDate expiration_month expiration_year
transactionAmount amount

transactionId xid

onlinePaymentCryptogram cavv

eciIndicator eci

Mons holder n cvv He NepenatTCs, T.K. OHM HE COOepXaTtcs B TOKEHe, dsrp BCerga umeet 3HaveHue 1 (true),
eci nepenaeTcs TONbKO, €CNWN COOEPXUTCS B TOKEHE.

MNMpussaska nnarexHoun KapTtbl (Oneclick)

MprBsa3Kka NnaTexHon KapTbl HA NNATEXHOW CTpaHULEe faeT BO3MOXHOCTb AepXaTesto COXPaHUTb faHHbIe CBOEM
KapTbl Npy NepBOM Mnatexe, ANs Toro 4tobbl Mpy Mocnedylowmx nnatexax oH cMor BbibpaTb 3Ty KapTy u3
crcka CBOWX MPUMBSI3AHHbIX KapT U MPOBECTM mnatex ¢ BBoAoM Tonbko CVV-kopa. Ins Toro, ytobbl kapTta
npuesidanack, NoNb30BaTeNb JOMXKEH OTMETUTb COOTBETCTBYIOWMIA YeKBOKC Ha NNaTexHo cTpaHuLe.

Ytobbl 3ameficTBOBaTb MEXaHU3M MNPUBS3KM KapTbl MOKynaTens, B 3arnpoce Co3haHus ophepa HeobXoaumo
ykasaTb YHWKanbHbIi wnOeHTUdMKaTOp nonb3oBaTenss B cuCTeMe MepuyaHTa. Ecnm He nepepatb 3ToT
NIOEHTUMKATOP, MONb30BaTENb YBUANT OObIYHYIO MNATEXHY CTpaHuuy 6e3 coxpaHeHHbIX kapT v 6e3 onuuu
COXpaHEeHWs BBELLEHHOW KapThl.

MpeHTudpukatop nepepaetcss B Onoke extra_fields 3anpoca Create, [nonyckaeTcs nepenasatb
UMPPOOYKBEHHOE 3HAYEHMe ANMHOM 00 40 CUMBOOB.

HassaHue OnucaHue Mpumep
oneclick MpuBsiaka kapThl (*) —

* . customer_id NaoeHTudpukarop nokynarens 0123654789
* .prechecked d nar 3anonHeHns Yekbokca coxpaHeHust KapTbl 1

nOCTpaHVILIHaSI BbIr'py3Ka CnMCKoB opaepoB n onepau.vu7|

Lns cnncka 3akasoB MW ornepauuii MOXHO 3aAaTh KOMYECTBO 3anunceli Ha CTpaHuLe U ykasaTb HOMEpP CTpaHuLbl
LLNS BbIFPY3KWU.

HassaHue OnucaHue Mpumep
page Homep Bbirpy>xaemoin ctpaHmupl 2
page_size KonnyecTBo 3anuceii Ha cTpaHuLe 50

Ecnn napameTpbl page U page size He ykasaHbl, To ByeT Bbirpy>XeHa CTpaHuua ¢ HoMepoM 1, koTopas bynet
cofepXaTb KO/MYeCTBO 3anuceri No yMonyaHuio.

Hanpumep, ecnu page = 2 U page_size = 50, To ByaeT BbIrpy>xeHo 50 3anuceir, HaYMHas ¢ 51-0i.

HTTP-3aronoekn oTBeTa coAepXaT B 3arofoBKe Pagination CChIIKM Ha MOCNeAylowWwylo W npeablayllyto
CTpaHuubl cnvcka opAepoB (onepaumid). Ecnv Beirpyxaemas cTpaHuua nepsas, 1o 6yneT ccbinka TOMbKO Ha
cnenylollyio cTpaHuLy. Hanpumep, ecnu BeirpykeHa BTopas cTpaHuua cnucka, To 3aronoBok 6yneT cogepxatb
CChbI/IKV TaKoro suaa:

'<http://mybox.localhost?foo=bar&page_size=2&page=1>; rel="prev",
<http://mybox.localhost?foo=bar&page_size=2&page=3>; rel="next"'

Ecnn 6ynyT ycTaHOBNEHbI HEKOPPEKTHBIE 3HAYEHUS MAPaAMETPOB page size WU page, TO BO3HUKHET owwnbka
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Banunoaunm ¢ Takum COO6LIJ,eHVIeMZ

'message' : 'Invalid page size' WIWN 'message’' => 'Invalid page'

duckannsauud no 54-d3

O6uwias nHdopmauums

Cuctema no3BonsieT nepenatb BMECTE C NNAaTeXOM AaHHble AN (hOPMUPOBaHMUS SNEKTPOHHOro Yeka. Yek bynert
3aperucTpvpoBaH C MOMOLLbIO OOHOrO M3 NPOBanAepoB brckanuaaumm n nocne oPopMIeHNs ero pekBU3nTbl
CTaHyT JOCTYMHbI Ans npocMoTpa B 6akodpuce mepyaHTa u B API.

PeFI/ICTpaLI,I/Iﬂ Yyeka npoucxoont ToNbkKo nocne yCI'IeLIJHOI7I onepauunn cnucaHns Charge, odpopMIIeHne npoBoanTCA
ACUMHXPOHHO Yepe3 HEKOTOpOEe BpeMs nocne perucrtpaudmn.

B 3aBMCMMOCTM OT WUCMONb3YEMON CXeMbl MHTerpauuu, AaHHble 4Yeka MOXHO nepenaTb B 3anpocax Create,
Authorize, Rebill, Charge.

Ecnn B WHTerpaumm He MCrnonb3yeTcs siIBHOE MPOBeLeHWe crnucaHuii yepe3 APl (opHocTanmiiHas cxema unm
aBTOKNUPWHI), OaHHble Yeka cnefyeT nepenaeaTh B 3anpocax Ha onnaty (onepauun Create, Authorize, Rebill).
Ecnn ucnonbayetcs sBHbIA BbI30B CNMUCaHWS, AaHHbIE 4eKa MOXHO nepenaTtb HEerocpenCTBEHHO B onepaumio
Charge, npu aToM paHee nepeaaHHble AaHHbIe Mo 3TOMy nnatexy bynyT nepesanucaHbi.

Mpn odopmneHun Bo3Bparta LaHHble yeka "BoasBpaT npuxona" nepepaioTca BMecTe ¢ onepauvein Refund npwm
nposeneHun ee 4yepesd API, He3aBMCMMO OT Cxembl UHTerpauun. Ecnm npoBectn onepauvio BO3Bpata 4epes
6akochmc, unu He nepepatb nHaHHble uyeka B API, BosBpart cpencts bynet nposedeH 6e3 odhopmneHus
SNEKTPOHHOr0 Yeka.

Peructpauusa yeka

JaHHble nns hopMUPOBaHMS Yeka cnefyeT nepenasatb B 6Noke extra fields:

Ob6s3aTenbHble NapameTpbl

Name Description Example
electronic_receipt ONEeKTPOHHbIN Yek (*) -

*.phone TenedpoH nokynaTens 9111231212
* . email E-mail nokynatens mail@server.example
*.inn VHH npognasua 12345678

* .payment_address Anpec MecTa pacyeToB shop.ru
*.taxation_type Cuctema HanoroobnoxeHusi nponasua 1

*.items Cnucok ToBapHbIX NO3MLMIA —

* % .name HavmeHoBaHve Kurnra

* . % price Llena 300.25

* % quantity KonnuyecTtBo 2

*.* . amount CtoumocTb 600.50

* % . tax_type Craeka HIOC vatls

OnuuoHanbHble napameTpbl TOBapHOﬁ no3nuum #. items

Name Description Example
*.*.unit EnunHuua namepeHns tosapa mT .

* % payment_object MpeameT pacyeTa goods

* . * payment_method Cnocob pacyeTa full_payment
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* . * agent
* % % _type

* % _* _operation

*.% _* _phone_numbers

OnuuoHanbHble napameTpbl

Name

customer

customer_ tax number

B napameTpe *.items nepefaeTcsl MAcCMB CTPYKTYP C TOBapHbIMK no3uuusmu. B tabnuue nepeyncneHsl nons

ATpubyThl areHTa —
Twun areHTa attorney

OnepauMﬂnnaTeXHoroareHTa [narex

["79111231212","7495999

TenedoHbl NNaTeXHOro areHTa (Maccms CTPOK)

9999n"]
Description Example
Mokynatenb Kox Bacunuit
WHH nokynatens 897642804565

05 CTPYKTYPbl C 04HON TOBAPHOW NO3nLMVEN.

B napameTtpe *.taxation type YyKasblBAETCS CUCTeMa Hanoroob/0XeHUs npodaBua B COOTBETCTBAU C

Tabnuuen Huxe:

3HaueHue

0
1
2
3
4
5

B napameTpe ToBapHOW No3uumum

3HaueHue
none
vato
vatl8
vatl0
vatlls8
vatll0

Cucrema Hanoroo6noxeHus

Obuwas

YnpoueHHas (noxogpl)

YnpouweHHas (80X0Abl MUHYC pacxonbl)
EnuvHbIN HANnOr Ha BMEHEHHbIN 0OX0.
EAnHbIN CenbCKOX03SMCTBEHHbIA Hanor
MateHTHas

*. %, tax_type yKa3blBaeTCs CTaBka, No KoTopoi ToBap obnaraetcs HIAC:

OnucaHue

HIOC He obnaraetcs

Craska HIC 0%

Craeka HOC 18%

Craeka HOC 10%

Craeka HIOC u3 pacyeta 18/118
Craeka HOC n3 pacueta 10/110

B napameTpe ToBapHOW NO3ULMKN *. * . payment_object yKasblBaeTcs NpU3HaK NpegMeTa pacyera:

3HaueHue
goods

excisable_goods
work

service
gambling_bet
gambling_prize
lottery_ticket
lottery prize
intellectual_property
payment
agent_commission
composite

other

OnucaHue

Tosapbl

MonakuunsHbie ToBapbl
Pab6oTa

Yenyru

CTtaBeka asapTHOM urpsl
Bbivrpbiw azapTHOW urpel
NotepeiiHblin 6unet
Bobimrpbiw notepen
[MpenocTtaBneHve pe3ynbTaTtoB NHTENNEKTYaNbHOWN 0esTeNbHOCTH
Mnatex

AreHTCKOE BO3HArpaxaeHue
CocTaBHoii npegmMeT pacyeta
Lpyroi npeomet pacyeta

B napameTpe TOBapHOM NO3nUMN *. * . payment_method yKa3blBAeTCs NpUaHak cnocoba pacyeta:
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3HaueHue OnucaHune

full_payment [NonHas onnata
partial_payment YacTtuyHasa onnarta
full_prepayment [MonHasa npeponnarta
partial prepayment YactnyHas npeponnarta
advance_payment ABaHC

credit [Mepepnaya B kpeout
credit_payment Onnata kpegnta

B napametpe aTpubyToB areHTa [N TOBAPHOW MNO3WUMW *. *.agent.type yKa3blBAETCS TWM MAaTeXHOro
areHTa:

3HaueHune OnucaHue

bank_paying_agent BaHkoBCKMIA NnaTeXHblid areHT
bank_paying_ subagent BaHKoBCKMIA MnaTeXHsbli cybareHT
paying_agent [MnaTteXHbln areHT
paying_subagent MnatexHsblih cybareHT

attorney [MoBepeHHbIit
commission_agent Komuccnonep

other Lpyrown areHTt

Mpumep:

"extra_fields": {
"electronic_receipt":{
"email":"test@mail.example",
"items": [
{
"name":"Tosapl",
"amount":200,
"price":200,
"quantity":1,
"tax_type":"vatlg8",

"unit" : "mr.",
"payment_object" : "goods",
"payment_method" : "full_ payment",
"agent": {
"type" : "attorney",
"operation" : "lnaTex",
"phone numbers" : ["79111231212","74959999999"]

"name":"ToBap2",
"amount":300,
"price":300,
"quantity":1,
"tax_type":"vatl8",

"unit" : "gac",
"payment_object" : "service",
"payment_method" : "full_ prepayment"

}
I o
"payment_address":"testshop.example",
"taxation_type":"1",
"inn":"7736642031",
"phone":"+79111231212"
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3anpoc peKBU3UTOB YeKa

Bce 4eku, cBsisaHHble C OpOEpPOM, MepedaloTcs B OTBET Ha 3anpoc MHdopMauun o 3akase B CrWCKe

electronic_receipts. KaxIblil 3NeMEHT Cnncka COAepXuT creayowme nons:

Ums OnucaHue Mpumep

status CocTosiHue success

operation Onepauus refund

created Jlata co3naHus 2017-11-01 18:41:15
attributes ATpubyThHI (*) —

* . shift receipt_number Homep yeka B cMeHe 2779

* .shift_number Homep cmeHbl. 7971

* . registered Jata v Bpems gokymeHTta ns ®H. 2017-11-01 18:45:00
* fiscal_ storage number Homep ©H. 9999078900001341

* device registration_ number PeructpauunoHHbiii Homep KKT. 0000000400054952
*.receipt number ®duckanbHbIi HOMEP LOKYMEHTA. 1290
*.receipt_attribute duckanbHbIM NpU3Hak JokyMeHTa. 819694071

.fns website

Agnpec cavta ®HC.

www.nalog.ru

TecTupoBaHue

O6w,as nHcpopmaums

TecToBble 3akasbl MPOBOASTCS TOMbKO 4Yepe3 TecTOBbld TepMmuHan. JlocTyn K TECTOBOMY TEPMMHaNy MOXHO
MoNy4nTb Yepes cnyx0y noanepxku.

B TecToBOM pexume [oOMyckaeTcs WCMONb30BaTb /Nobble TECTOBble HOMepa KapT C KOPPEKTHbIMK AaToin
UCTEYEHUS, CEKPETHLIM KOLOM 1 UMeHeM aepxaTens. TecToBblli TepMUHAN yCnewHo NpoBOAMT MOMbITKY ONnathbl ¢
no6bIMM PeEKBU3MTaMK, KOTOPbIE Npownu 6a30Byto Banuoauuo dopmara.

Lns nonyyeHmd onpeneneHHoro pesynbrtarta njiarteXa MOXHO UCNoNb30BaTh cneunanbHbie HOMepa KapT:

4899939998892157 04/27 622
4899939999784361 04/27 767
4899939998491778 04/27 917 - Frictionless Flow

Kog or 3ds - 1111
I[To TepMuHanaM IPOXOASAT TONBKO Iratexxu ¢ 3ds. ITo aTomy HEOOXOAUMO BK/ITIOYNTD
npuHypuTensHo 3ds. B sanpoce API Heo6xopumo Bkmounts napamerp force3d. Ilpu

BBICTAB/IEHMM CYeT Bpy4HyIo 4epe3 JIK, B paciumpeHHBIX HaCTPOIKax HEOOXOAMMO BK/IIOUNUTD
napametp IIpunynurensubi 3-D Secure

OnucaHue API
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