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CIti

System Flow

n Callz ShimeTool via batrf.zh

GDFF .txt

Read 3 SMimeTool

1 {(Encryption)

i 4 Write Log

Logs

Encryption Tool Settings

4 Wirite
GDFF.txt.p7Tm

5 lmport

Encrypt.ini

Setting Type Default Value Purpose

profile string C:/Entrust_Profile/XXX.epf Location of .epf

pass string XXXX Hashed password

hash string XXXX Hash code

InBoundFolder string C:/SMimeTool/TO_BE_ENCRYPTED_FILES Where input files are
OutBoundFolder | string C:/CitiDirect/ Where output files go
RcptCert string C:/SMimeTool/CITIDIRECT_CERT/citidirectkey.cer Where the Citi Certificate is
LogPath string C:/SMimeTool/TOOL_LOG_FILES/ Where to put log info
Encrypt string true Encrypt the file

Setting up the Encryption Tool

File Copy

1. Copy files

2. Copy .jar Files

\SMimeTool.zip

n SORY

jarl

2 copy

local_policyjar ——»

2 copy
US_export_policy.jar ———
CITIDIRECT_CERT!\
ENCRYPTED_FILES\
1 TO_BE_ENCRYPTED_FILES\
TOOL_LOG_FILES}

RUN}

C:\Entrust_Profilel

<x>.epf

C:\Program Files\Java\jre*\liblsecurityl
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Classpath

1.

2.

Classpath Value

Classpath to Environment Variables (requires Admin Access)

Right Click My Computer > Properties = Environment Variables > New - Paste > Ok

m Open
Explare
Search...
Manage

B Scan For threats...

Map Metwork, Drive..,
Disconnect Netwaork Drive. .

Create Shartcut
Delete

Rename

System Properties 21x|

General| Computer Name | Hardware [Advanced | Remee |

¥ou must be logged on as an Administiator to make most of these changes.

Visual effects, pracessor scheduling, memary usage, and wirtual memory

Settings

- User Prafiles:
Deshiop seftings related to your logan

Seltings

- Startup and Recover
System statup, system failurz, and debugging information

Seltings

Enveonment Vaiisbles | ErorFeporing |

[Cok | cemesl | amn |

Environment Yariables 2
~User variables For h27718
\ariable | ‘alue | -
B
[ew | Edit | Delete |

Mew | Edit | Delete |

New User Yariable 2=
Variable name: | CLAsSPATH
‘ariable walue: I Yyrnail, jar; C:YSMimeTool Jarproviderutil jar;]

oK I Cancel

C:\SMimeTool\Jar\entbase.jar;C:\SMimeTool\Jar\entcertlist.jar;C:\SMimeTool\Jar\entcms.jar;C:\SMimeTool\Jar\entjsse.jar
:C:\SMimeTool\Jar\entp12.jar;C:\SMimeTool\Jar\entp7.jar;C:\SMimeTool\Jar\entsmime.jar;C:\SMimeTool\Jar\entsmimev3.j
ar;C:\SMimeTool\Jar\enttunnel.jar;C:\SMimeTool\Jar\entuser.jar;C:\SMimeTool\Jar\entp5.jar;C:\SMimeTool\Jar\activation
Jjar;C:\SMimeTool\Jar\mail.jar;C:\SMimeTool\Jar\providerutil.jar;



