TepMUHBI U BUIBI ONIEPALITI

Tepmunsl

[Tponasen

[Iponasen - y4acTHUK, IPUHUMAIOIINI Y€PE3 UHTEPHET B CBOIO M0JIb3Y IIJIATEKHU 110
0aHKOBCKHMM KapTaM 3a TOBaphl U yCIIyru uepe3 mporokon Merchant API

ITokymnarens

[Toxymarens - yuaCTHUK, IPOU3BOSAIINN OIJIATy € UCIOJIb30BaHHEM 0aHKOBCKOM KapThl Ha
caiTe npoJaBLa.

PCI DSS

PCI DSS - crannapt 6€30MaCHOCTH JJAHHBIX MHIYCTPUHU IUIATEKHBIX KapT. CTangapTt
NpeCTaBIsIeT COOOW COBOKYITHOCTD 12 neTann3upoBaHHBIX TPEOOBAHUH IO 00ECIICYCHUIO
0€30I1aCHOCTH JJAaHHBIX O JAEPIKaTelsAX MJIATEXHBIX KapT, KOTOPbIE MEPeatoTCs, XpaHsITcs U
o0OpabaTbIBatoTCsl B MHPOPMALIMOHHBIX HH(pACTpyKTypax opranuzauuil. [Ipunsatue
COOTBETCTBYIOLMX MEp MO 00ECIIEUYCHUIO COOTBETCTBUS TPEOOBAHUAM CTaHAapTa
[0JIpa3yMeBaeT KOMIUJIEKCHBIN MMOAX0/1 K 00eCe4eHNI0 MHPOPMAIIMOHHON 6€3011acCHOCTH
JTAHHBIX TUIATEXHBIX KapT.

3-D Secure

3-D Secure - mpoTokoJ1, KOTOPbII HCIIOIB3YETCS KaK JONOJHUTENbHBIM YPOBEHb O€30I1aCHOCTH
IIPH OCYIIIECTBIICHUY OHJIAiH-TIaTex)Kel ¢ 0aHKOBCKHUX KapT. 3-D Secure mobasmnser emé oauH
IIar ayTeHTU(UKAILMY IPYU COBEPILICHUH OHJIAH-TUIaTeKeH.

Tepmunan

Tepmunan - Touka npuéMa maTexei npoaasua (B oOIIeM cilydae MPUBSA3bIBACTCS K CAlTy, HA
KOTOPOM OCYIIECTBIISICTCS TPUEM TTIATEKEH ).

[Inaré&xnas popma 6anka

[Tnaréxnas popma O6anka - WEB cTpanuna 11 BBoJja KapTOUHBIX JaHHBIX, KOTOpast
pacnioznaraercst Ha cropoHe [Iponasua.

Bunae! onepanuit

ABTOpHU3aIus

JleHexxHbIe cpeIcTBa OJIOKUPYIOTCS (XOJIIUPYIOTCS) Ha OaHKOBCKO# KapTe nmokymnarens. Ox
noiy4yaer SMS ot cBoero 6aHKa-3MUTEHTA O BBIIIOJHEHHOM I11aTexe. JleHexXHble CpecTBa
HUKY/Ia HE TIEPEeUYHCIIAIOTCS 10 TEX MOp, TOKa onepanus He OyJeT MOATBEPKACHA Mara3uHOM.
ITonTBepxkneHue

Pacniopsxenue Ha nepedncieHre JEHEXKHbBIX CPEJICTB CO CUETa JepKaTelisd B [10JIb3y Mara3uHa.
[Tocne momyyeHust MOATBEPKACHUS Mara3uH MOJIYYUT JIEHEKHBIE CPeCTBA HA OAHKOBCKHIA CUET,
YKa3aHHBIN U1 BO3MEIICHU .

Otmena

BoinonHsier marasuH B ciayvae jKelaHusl IOKynarTess BepHyTh ToBap. Onepanusi OTMEHbI
BO3MO>KHA TOJIBKO Ha HETIOATBEPXKACHHYIO OIlepalulo, T. €. Ha ABropu3anuio. OTMeHa
JIEHEXKHBIX CPEJICTB IPOUCXOIUT MOMEHTAJIBHO.

Bosspar

Boinonusier marasuH B ciyyae JKelaHusl IOKynaress BepHyTh ToBap. Onepaius Bo3BpaTa
IPOMCXOUT, €CII €CTh ollepalus, KoTopas Obljla paHee MOATBEepXKAeHa. Bo3Bpalarh MOKHO
KaK BCIO CYMMY OIUIaThl, TaK U €€ 4acThb. JIeHbIru 0OBIYHO BO3BpALIAIOTCS HAa KapTy JAepKaTels B
TOT K€ JICHb, HO MHOT/Ia (3aBUCHUT OT SMHUTEHTA) MOTYT HJTH JI0 3-X THEH.

[TapameTpsl 3apocoB

[TapameTpsl IpueMa naTeXel HaCTPauBaIOTCS OTAEIBHO Ha KaXKIAbIA TEPMUHAI
HanmenoBanue

Onucanue

Kirou Tepmunana

YHUKaJIBbHBINA UACHTUPHUKATOp TepMUHaia. Boiaercst 6aHKOM Ha KaXK/bli Mara3uH.

Tum npoBeeHus maTexa



Onunocraguitnoe nposeenue (O) — matéx cpasdy CHHCHIBACTCS C KAPThI B MOJIb3Y MPOIABIIA.
JIByxcTaauitHoe npoBezieHue riarexa (1) — 1eHpru OIoKUpYOTCs (XOIAUPYIOTCS) Ha KapTe
KJIMEHTA, JUIS CIHCAHUs CPEJICTB HEOOXOIUM BBI30B JIOTIOJIHUTEIFHOTO METO/1a MITH
NOATBEPIK/ICHHE TUIaTexa B JInuHoM kaOuHere.

Success URL

URL na BeO-caiiTe npojaBiia, Kyaa Oy/eT epeBeieH MOKynaTeib B Cliydae YCIEeIIHOH OIIaThl
(nactpauBaercs B JINYHOM KaOHHETE).

Fail URL

URL na BeG-caiiTe npojaBiia, Kyaa OyaeT nepeBeieH MOKyImaTelb B Clydae HeYCIeTHON
orutatel (HacTpauBaercs B JInuHOM KaOuHeTe).

Notification URL

URL nHa BeG-caiiTe npojasiia, kyzna Oyzaer ornpasieH POST 3anpoc o craryce BbIIOJIHEHUS
BBI3BIBAEMBIX METO/I0B (HacTpauBaetcs B JInuHOM KaOuHeTe).

Craryc TepMuHana

Omnpenensier pexxum paboThl TaHHOTO TepMHuHaIa. CyIecTBYIOT TPH cTaTyca TepPMHUHAA:
Pabouwnii pexxum, JlemocTpannoHHBIN peskuM (TECTOBBIN), BBIKIIFOUECHHBIIH.

CeKpeTHBIN K04

Hcnone3yercst 11 mOAUCH 3alIpOCOB/OTBETOB.

®nar ornpaBku HoTUduKaiuK Ha FinishAuthorize

Omnpenensier, OyzeT Jin OTIpaBicHa HOTU(UKAIUS Ha BhIoHeHHE MeToaa FinishAuthorize (o
YMOJTYaHHUIO BKIIFOYEHO)

@nar ornpaBku HoTUdHKanuu Ha Confirm

Omnpenensier, OyaeT Jin OTIpaBicHa HOTU(UKAIUS Ha BITOIHEHHE MeToaa Confirm (mo
YMOJTYaHUIO BKIIFOYEHO)

®nar ornpaBku Hotudukanuu Ha Cancel

Omnpenenser, OyneT jau oTnpasieHa HOTU(HKaNWs Ha BeIonHeHne Merona Cancel (o
YMOJTYaHHUIO BKITFOYEHO)

PenupekT kimeHTa B Mara3uH TOJILKO MOCIIE TTOJTyYSHHUsI OTBETA Ha HOTH(DUKAIHIO
Omnpenensier, HYXKHO JI JI0)KAJAThCS OTBETA OT MarasMHa Ha HOTH()HUKALINIO U TIOCIIE 3TOTO
PEOMPEKTUTH KIIMEeHTA (110 YMOIYaHUIO BKIFOYECHO)

Otmpasisate Email-notudukaiuio 00 ycrenHom riaTexe B Mara3ut

Omnpenensier, OyneT a1 OTHPABIATHCS MUCbMO Ha émail MarasuHa 06 ycnenrHo oria4eHoM
3aka3e (HacTpauBaetcs B JIMuHOM KaOHHETE)

ITonesnoe

Hortudukanun
CrtpaHullbl ycrienrHon omiaThl U OIIMOKY TUIaTexa

Cxema IMPOBCACHU IJIATCIKA
Ha cxemMe HmKe moka3aHbI CTaTyChI IIaTEKa U BO3MOXKHBIC MCTObI, KOTOPLIC MOI'YT OBITh
BbI3BAHBbI, CCJIM IIATCIK HAXOAUTCA B JAHHOM CTAaTyCC.

OpnocraauitHast popma OIuIaThl

[Tocne ycneniHol aBTopyu3alii aBTOMaTHYECKH BBINIOJIHAETCS MOATBEpkKACHUE. Toproso-
CEPBHUCHOMY IPEANPUATHIO HE HYXKHO JOIMOJHUTENBHO OTIIPABIISTH 3apOC Ha MOATBEPKIEHUE
olepanuu.

JByxcTaauiiHas opma omiaTel

[Tocne ycneniHoit aBTopu3aluy TOProBO-CEPBUCHOMY MPEANPUITHIO HEOOX0AUMO OTIIPABUTh
3anpoc Ha nmoAaTBepxkeHue. Crenath 3T0 MOKHO, OTIpaBuB 3arnpoc Confirm, oo npounssens
noarBepxeHue u3 Jimunoro Kabunera. [lonreepxiaTh MOXKHO KakK BCIO CYMMY aBTOPU3AllUH,
TaK U 4acTb.



Kak mpaBuiio, AByXCTauiiHAs CXeMa UCTIONB3YETCS IS TIOYUYCHHS JISTTO3UTA C IIATEIbIINKA,
HAIpUMep, B MPOKATHBIX KOMITAHUAX, OTEJNSX, PU MPOaaKe OUIETOB.

Tabmna cocToSHMIM IIaTexa

Craryc

3HaueHue

NEW

IInaTéx co3man

CANCELED

OtMeHa 1arexa

FORMSHOWED

[Tokymarens nmepeHanpaBiieH Ha CTPAHUILY OIIAThI

DEADLINE_EXPIRED

Hcrek cpok miaTexa

AUTHORIZING

Cuctema Hadana oOpabOTKy OTUIATHI TJIATEXKA

3DS_CHECKING

[Tokynarens Hayan ayTeHTH(UKAIUIO 110 TIpoToKoy 3-D Secure. Ctaryc MoxkeT ObITh
KOHEYHBIM, €CJIM KIMEHT 3aKkpbul cTpanuily ACS wiu He BBed Ko moaTBepxkaeHus 3DS
3DS CHECKED

[Toxynatens 3aBepunn nposepky 3-D Secure

AUTH_FAIL

Omnbxka nuarexa. OCTaaUCh MONBITKH OIUIATHI
AUTHORIZED

CpencTBa 3a010KHPOBaHbl, HO HE CIICAHBI
REVERSING

Hauazno ormeHs! OJ0KMPOBKH CPEJICTB
REVERSED

JlenexHble cpesicTBa pa30JIOKUPOBaHbI
CONFIRMING

Hauano crircanust 1eHEKHBIX CPEICTB
CONFIRMED

JleHexHble cpefCTBa YCIEIIHO CIIUCAHbI
REFUNDING

Hauano Bo3BpaTa 1€HEKHBIX CPEJICTB
PARTIAL_REFUNDED

[Ipoun3sBeneH yacTUYHBIN BO3BpAT I€HEKHBIX CPEJCTB
REFUNDED

[Ipoun3BeneH BO3BpaT IC€HEKHBIX CPEJICTB
REJECTED

OmmoOka nnatexa. McTeku MonbITKYA OTIATHI
[IpoBenenue miarexa

O6mas nnpopmanus

Meron

POST

Peructp

Bce meTo1bl UyBCTBUTENIBHBIE K PETUCTPY
3arosoBKu

Content Type: application/json

URL

https://securepay.tinkoff.ru/v2

Init - co3ganue 3akasa



https://securepay.tinkoff.ru/v2

Meroa MHUIIUUPYET IUIATEKHYIO CECCHIO M PETUCTPUPYET 3aKa3 B cucreme banka. B oreBer Ha
BBI30B MeTOza INit MarasuH momy4yaer cCchUIKy, KOTOpast BeeT Ha (opMy BBOJa PEKBH3HTOB
0aHKOBCKO KapThl. MarasuH J10JKEH MepeHanpaBUTh MOKYIATENS 10 ATON CChUIKE.

Merton

POST

URL

https://securepay.tinkoff.ru/v2/Init

dopmar oTBeTa

JSON

VYcnemnsii crueHapuin

Heycnemnelii cuenapuii

Craryc nnarexa

NEW

REJECTED

FinishAuthorize - moarBepskacHHE TUIATEKA

JlaHHBII METOJ UCIIOJIB3YEeTCs, eciu Mara3ul oonagaer ceprudukanuein PCl DSS u ucnonszyer
CBOIO COOCTBEHHYIO TIATEKHYI0 (hopMy BMecTo (hopMmbl Oanka. Merox FinishAuthorize
NOATBEPK1aeT MHULIMMPOBAHHBIN IUIATEX Nepefadeii KapTOuHbIX JaHHbIX. [Ipyu ucnonb3oBanuu
OJIHOCTAJIMHHOTO MPOBEICHUS OCYIIECTBISET CIIMCAHNE ACHEKHBIX CPEJCTB C KapThl
nokynarens. [Ipu aAByxcTaguitHOM NpoBeJEHUN OCYLIECTBISET OJIOKUPOBKY YKAa3aHHOW CyMMBI
Ha KapTe MOKYMaTes.

VYcnemnsii creHapuin

Heycnemnelii cuenapuii

®dopma onnarsl

OpnnocraauitHas popma

JIByxcraauiinas ¢popma

Craryc nnarexa

CONFIRMED

AUTHORIZED

REJECTED

[lepeanpecanus nokymnaress

Success URL

Success URL

Fail URL

Confirm - noaTBepKACHHE TUIATEkKA

[TonTBepxaaeT mIaTéx U OCYILECTBIISET CIUCAaHUE 3a0JIOKUPOBAHHBIX PAHEE ICHEKHBIX
cpenctB. Mcnonb3yercst pu ABYXCTAMIHOM TPOBEACHUH TUTaTeka (IPU OJHOCTATUIHHOM
IPOBE/ICHUY IUIATEKa BBI3BIBACTCS aBTOMATHUECKH). [I[pUMEHMM TOJIBKO K TUIaTe)KaM B CTaTyce
AUTHORIZED. Cymma noarBep1eHusI MOKET ObITh MEHBIIIE HITM paBHA CyMME aBTOPH3AIIHH.
Ecnu cymma noaTBepK/1eHUsI MEHbIIE CyMMBI I1J1aTexa, OyAeT BHIIIOJHEHO YaCTUYHOE
MOJITBEPK/ICHUE.

Buumanue

[TonTBepkaTh MIATEX MOMKHO TOJIBKO OJIUH Pa3.


https://securepay.tinkoff.ru/v2/Init

Meron

POST

URL
https://securepay.tinkoff.ru/v2/Confirm
®dopmar oTBeTa

JSON

VYcenemnsli crieHapuin
Heycnemnelii cuenapuii
dopma oriaThl
OpnnocraauiiHas ¢popma
JByxcranuitnas ¢popma
Craryc nnarexa
CONFIRMED
REVERSED

Cancel - ormena miatexa

OTMeHseT IIaTéXHYIO CeCCHI0. B 3aBUCHMOCTH OT cTaryca IuiaTrexa NepeBOInT ero B
CJIEIYIOIIUE COCTOSHUSA

Meron

POST

URL

https://securepay.tinkoff.ru/v2/Cancel

®dopmar oTBeTa

JSON

Hauanenslii cTaTyc

Cratyc nociie npoBe/ieH!s Onepaiu

NEW

CANCELED

AUTHORIZED

REVERSED

CONFIRMED

PARTIAL_REFUNDED - eciiu oTMeHa He Ha OJHYIO CyMMY
CONFIRMED

REFUNDED - ecniu oTMeHa Ha HOJIHYIO CyMMY

GetState - moyuuTh cTaTyc mjaarexa

B03BpamaeT TCKy'H_II/Iﬁ CTaTyC IJIaTCXKa.
Meton

POST

URL

https://securepay.tinkoff.ru/v2/GetState
®dopmar oTBeTa

JSON

Bo3MoKHBIE CTATYCHI IO PE3YIBTATY 3aPOCa



https://securepay.tinkoff.ru/v2/Confirm
https://securepay.tinkoff.ru/v2/Cancel
https://securepay.tinkoff.ru/v2/GetState

Craryc
[IpomexyTouHbII
3HaueHue

NEW

Her

IImaTex co3man
CANCELED

Her

OTtMeHa 1arexa
PREAUTHORIZING

Ha

[IpoBepka miIaTexXHbIX JaHHBIX

FORMSHOWED

Her

[Tokynarens nepeHarnpaBiieH Ha CTPAHHILY OTUIATHI

DEADLINE_EXPIRED

Her

Hctek cpok miarexa

AUTHORIZING

Ha

Cucrema Hadana oOpabOTKy OTUIATHI TJIATEXKA

3DS_CHECKING

Her

[ToxynaTens Hayan ayreHTH(UKanuio o npotokony 3-D Secure. CtaTyc MOXeT ObITH
KOHEYHBIM, €CITH KITUEeHT 3aKkpbl1 cTpanuily ACS wim He BBen KoJ moaTBepkaeHus 3DS

3DS_CHECKED

Ha

[oxynatens 3aBepunn nposepky 3-D Secure
AUTH_FAIL

Ha

OnmOka nnatexa. OcTanuch NOMBITKY OIJIAThI
AUTHORIZED

Her

CpencTBa 3a010KHPOBaHbl, HO HE CIICAHBI
REVERSING

Ha

Havano otmeHsb! 6J10KHPOBKY CPECTB
REVERSED

Her

JleHexHble cpesicTBa pa30I0KUPOBaHbI
CONFIRMING

Ha

Hauano cimcanusi IeHe)KHBIX CPENICTB
CONFIRMED

Her

JleHexHble Cpe/ICTBA YCIEUIHO CIUCAHBI
REFUNDING

Ha

Hauano Bo3BpaTa 1€HEKHBIX CPEICTB
PARTIAL_REFUNDED

Her

[Ipou3sBeieH YacTUUHBIN BO3BPAT A€HEKHBIX CPEACTB



REFUNDED
Her

[IpousBeneH BO3BpAT JIEHEKHBIX CPEJICTB
REJECTED

Ha

Ommbka maareka. McTeKIM MOIBITKY OIIATEI
Resend - OTIIpaBKa HEJOCTABJIICHHBIX HOTH@HKauI/Iﬁ

MeTton npenHazHayeH JUIsl OTIPAaBKU BCEX HEOTIPABICHHBIX HOTU(HUKALMHI, HallpUMeEp, B cllydae
HEJIOCTYITHOCTH B KaKO#-1100 MOMEHT BpEMEHH caiiTa mpoaaBLa.

Meron

POST

URL

https://securepay.tinkoff.ru/v2/Resend

®dopmar oTBeTa

JSON

PexyppeHTHBIi Tu1aTéx

[To ymon4aHuio peKyppeHTHbIE IIATEKU OTKIIFOUEHBI. /{7151 MCroJIb30BaHusl JAHHOTO TUIA
naTexxe ooparuTech B OaHK.

Coznianue poanuTENbCKOr0 pEKYPPEHTHOIO IIaTeXa

st co3anust peKyppeHTHOTO TUTaTeka HEOOXOqMMO:

1

BezBath Meton INit ¢ ykazanuem J0MOJHUTEIBHOTO MapaMeTpa Recurrent=Y, a Taxxe
CustomerKey, B KOTOpOM yKa3aTh UASHTU(PHUKATOP KIUEHTA, K KOTOPOMY OYIeT MPUBS3aH
PEKYPPEHTHBIN MIATEKX;

2

[Tepeanpecosats [Tokymarens na PaymentUrl st coBepiiieHus omuiaTr,

3

[Tocne mpou3BeneHus nokymnateseM omiatel, B Hotudukamuun AUTHORIZED wim
CONFIRMED nonyuuts unentudukarop Rebillld, koropsiii HeoOxonumo coxpanuTth. JaHHbI
uaeHTudukaTop OyneT yyacTBOBaTh B MOCIEIYIOMINX PEKYPPEHTHBIX IIaTexkax.

Charge - BbITNIOJIHEHNE PEKYPPEHTHOTO TUIATEXA

OcyliecTBIsIeT peKyppeHTHBIN (MOBTOPHBI#) TIIATEX — OS3aKIENITHOE CITUCAHUE ICHEKHBIX
CpeACTB co cuera OaHKOBCKOW KapThl [lokynarens. J{1s1 BO3MOKHOCTH €ro NCIOIb30BAHUS
[Tokynarens TOHKEH COBEPIIUTH XOTsI OBl OJMH TUIATEXK B MONb3y [IpomaBiia, KOTOPBIN TOKEH
OBITH yKa3aH Kak peKyppeHTHbIH (cM. mapameTp Recurrent B metoze Init), pakruueckn
SIBIISTFOIIAINCS TIEpPBUYHBIM. [10 3aBepIIeHnn OryIaThl TAKOTO IJIaTeXa B HOTU(UKAIIUHN Ha
AUTHORIZED o6yner nepenan napamerp Rebillld. B nansHeiinem npu coBepuieHnu
peKyppeHTHOro miarexa [Ipoasel 10/pKeH HHUIIMUPOBATh €ro, Bei3BaB MeToy Init, a 3ateMm, He
ocyliecTBisis nepeaapecanuu Ha PaymentURL, BeizBats meton Charge asist oriathl o TeM ke
caMbIM pekBu3uTaM, nepeaas napamerp Rebillld, momy4yennsiit npu coBepiieHUU IEPBUYHOTO
atexa u Paymentld u3 oreera Ha Init. HezaBucuMo 0T ycTaHOBICHHOTO THIIA IPOBEICHHS
iatexa, meto Charge Bceria paboTaeT 1Mo THITY OJHOCTaIUHHOTO MPOBEICHHUS. DTO 3HAYHUT,


https://securepay.tinkoff.ru/v2/Resend

4TO BO BpeMsi BeinoHeHust Metoa Charge na Notification URL OyzaeT oTripaBieH CHHXPOHHBIN
3amnpoc (moapobuee cM. Hotudukanum), Ha KOTOPBI TpeOyeTcsi KOPPEKTHBIN OTBET.
[IpoBeneHue peKyppeHTHOTO TUIATEXa!

1

Heob6xoaumo Bei3BaTh MeTo1 INit co cranmapTHHIM HAOOPOM apaMeTpoB (mapamerp
Recurrent=Y nepenaBaTh HE HY)KHO).

2

[MoxyuuTs B oTBeT Ha Init mapamerp Paymentld, mpu sTom nepeanpecannto monp3oBarens Ha
PaymentUrl npou3BoauTh He HYKHO.

3

Be3Bate Mmeton Charge ¢ mapamerpom Rebillld, monydenusim B 11.3 "Co3anue poauTeabcKoro
PEeKyppeHTHOTO Iu1aTexa’ u napamerpom Paymentld, noxydeHHbIM B 11.2

Meron

POST

URL

https://securepay.tinkoff.ru/v2/Charge

®dopmar oTBera

JSON

VYcenemnsli crieHapui

Heycnemnelii cuenapuii

®dopma oruiaThl

OpnnocraauiiHas popma

JByxcranuitas ¢popma

Craryc nnarexa

CONFIRMED

REJECTED

[IpuBsa3ka 1 XpaHEeHUE KapT

AddCustomer - perucrpanus u NpuBsi3Ka MOKYIaTEIs

JlaHHBII METOJT pETUCTPUPYET MOKYNATENS B CUCTEME U IIPUBSA3ZBIBAECT €r0 K Mara3uHy
[IponaBua.

Merton

POST

URL

https://securepay.tinkoff.ru/v2/AddCustomer

®dopmar oTBera

JSON

GetCustomer - qaHHBIC TPUBS3aHHOTO MTOKYTIATEIS

Heo6xoauMo oOpaTuTh BHUMaHHE HA TO, YTO JJII KOPPEKTHON pabOThl MeTOa, 0AaHKOM JIOJDKHA
OBITH pa3pelieHa MPUBs3Ka KapT U KIMEHTOB K TepmuHany [Iponasia

JaHHbIi METOT BO3BpAIlaeT JaHHBIC MOKYIATeNsl COXpaHEHHbIe i TepMuHaia [Ipogasia
Merton

POST


https://securepay.tinkoff.ru/v2/Charge
https://securepay.tinkoff.ru/v2/AddCustomer

URL
https://securepay.tinkoff.ru/v2/GetCustomer

®dopmar oTBeTa
JSON
RemoveCustomer - yianeHne JaHHBIX TTOKYTIATeIs

VY nanser naHHble MOKyNaTeNs

Meron

POST

URL
https://securepay.tinkoff.ru/v2/RemoveCustomer
dopmar oTBeTa

JSON

GetCardList - criucok npuBsI3aHHBIX KapT

Bo3sBpamiaer circok npuBsi3aHHBIX KapT y KIUEHTA, TPUBA3aHHOTO K Mara3uHy

Meron

POST

URL

https://securepay.tinkoff.ru/v2/GetCardL st

dopmar oTBeTa

JSON

JlmHHas 3anuch

[lepenada mapaMeTpoB MpU CO3/IAHUU TIIATEKA

JlnvHHas 3anuck - 370 uHopmanus o ounere uau OpoHu, HHPOpPMAITUS O TIepeeTax u
uHpopmanus o naccaxxkupax. Mcnoip3oBanue JIMHHON 3alMCH TIO3BOJISIET COKPATUTh PUCKH
MOIIIEHHUYECKUX OTepaIiii ¥ MOHU3UTh CTOUMOCTb 00pabOTKHU IIaTexka.

JITMHHYIO 3aITUCh HEOOXOAMMO MepeIaBaTh MPH CO3AaHuu miarexa (3ampoc Init) B mapamerpe
DATA.

WNndopmanus o Ousere

HaumenoBanue

Tun

O0s3aTenbHbBIN

Onucanue

ticketNumber

String

C

Howmep Ounera, BkiIto4ast mpoepounyto nudpy. B nannom napamerpe Tpedyercs nepeaaBath
BCE HOMepa OWIIeTOB U/Wiik OpOHHM ISt BCEX MAcCaKHUPOB, PA3JICIICHHBIX CUMBOJIOM ;.
[Mapametp obOsi3aTenbHbIN, ecin oTcyTcTBYeT ticketReservationNumber
ticketReservationNumber

String

C



https://securepay.tinkoff.ru/v2/GetCustomer
https://securepay.tinkoff.ru/v2/RemoveCustomer
https://securepay.tinkoff.ru/v2/GetCardList

Homep 6ponu. B nannom mapamerpe TpeOyeTcst mepeaaBaTh Bce HoMepa OpOHH JIJIsi BCEX
MMacCcaxxupos, pasaCJIICHHbIX CUMBOJIOM «G», HapaMeTp 065138.T6J'IBHLII71, €CJIM OTCYTCTBYCT
ticketNumber

ticketSystem

String

N

Kon cucremsr nmpogaxku Oumera
ticketAgencyCode

String

N

Kop arentcTBa
ticketAgencyName

String

N

HasBanue areHTcTBa
ticketRestricted

String

N

Wuaukatop 6unera orpaHu4eHHOT0 UCIOIb30BaHUS:
0 — Ge3 orpaHnueHui

1 — He BO3BpaIaeMblii
ticketDirection

String

N

NunukaTtop Tuna ouera:

0 — B 01HO CTOPOHY

1 — tyna-o6parno

2 — CJIO>KHBIM MapLIpyT
WNudopmanus o maccaxupe
HaumenoBanue

Tum

O0s3aTenbHbBIN

Ommcanue
ticketPassengerSurname%
String

Y

DaMmIHs accaxxupa
ticketPassengerFirstname%
String

Y

Nms naccaxupa
passengerPassport%

String

N

Cepus 1 HOMep nacropra naccaxxupa
passengerCountry%

String

N

I'pasxnancTBo maccakupa (crpana B popmare 1SO 3166-1 alpha-3)
ticketPassengerBirthDate%
String

N



Jara poxaenus naccaxupa B popmare YYYY-DD-MM
I'ne, % - Homep maccaxupa, ot 1 10 4.

WNndopmanus o nepenére

HaumenoBanue

Tun

OO6s3aTenbHbII

Onucanue

triplegDate#

String

Y

Hara Beuiera (hpopmar YYYY-MM-DD)

triplegTime#

String

N

Bpewms Boutera (popmat HH24:MI:SS)

triplegCarrier#

String

Y

[TepeBo3uuk. CornacHo 1ByXcUMBOIbHOMY Koy |IATA 15t aBuakomnaHuit
triplegClass#

String

N

Kirace

triplegDestinationFrom#

String

Y

Kon asponopra Beiieta. CornmacHo TpexcuMBoibHOMY IATA Koy 17151 aBUaKoMIaHui
triplegDestinationTo#

String

Y

Kon asponopra npunera. CornacHo TpexcumBoiabHOMY |IATA KOy 7151 aBHaKOMIIaHUN
triplegCountryFrom#

String

N

Kon crpansl BeuteTa, B popmate 1ISO 3166-1 numeric
triplegCountryTo#

String

N

Kon crpansl npuiieta, B hopmare 1ISO 3166-1 numeric
triplegStopover#

String

N

[Tpu3Hak BO3MOXKHOCTH CII€JIaTh OCTAHOBKY IpU MEpECaKe:
0 — ocraHoBKa pazpelieHa

X — OCTaHOBKa HE pa3pelnieHa

triplegFareBasisCode#

String

N

Kon Tapuda

triplegFlightNumber#

String

N



Howmep petica

I'ne, # - Homep Ounera, ot 1 1o 4

Baxno

B nosnie ticketNumber tpeGyeTcst nmepenaBath Bce HOMepa OUICTOB MM OPOHH IS BCEX
MMACCAXKUPOB, PA3ACIECHHBIX CHMBOJIOM &;».

Bce nmaccaxupsbl, ykazaHHbBIE B COOOIICHHH, JIETST [0 OJHOMY U TOMY K€ MapIIPyTYy,
yKa3aHHOMY B mouisix tripleg*

damuuro (ticketPassengerSurname) u Mwms (ticketPassengerFirstname) naccaxxupon
HE0OXOIMMO TepeaBaTh JaTHHUIICH.

[Ipumep miMHHOM 3amUcu

ticketNumber = 37748

ticketRestricted = 1

ticketDirection = 0

ticketPassengerFirstnamel = 1VAN

ticketPassengerSurnamel = PETROVICH

triplegDatel=2017-12-20

triplegCarrierl=ZF

triplegDestinationFroml=KUF

triplegDestinationTol=BKK

B mapamerp DATA Heob6xoauMo nepenaTth
ticketNumber=37748]ticketRestricted=1]|ticketDirection=0]ticketPassengerFir
stnamel=1VAN]|] ticketPassengerSurnamel=PETROVICH]triplegDatel=2017-12-20]tri
plegCarrierl=ZF|triplegDestinationFroml=KUF]triplegDestinationTol=BKK
[Toanucek 3anmpocoB

[Ipumep ornpasku 3armpoca

"TerminalKey": "TinkoffBankTest",
"Amount': 100000,
"Orderld": "TokenExample',

"Description’: "test",
"DATA": {
"Phone'": "+71234567890",
"Email": "a@test.com"
}-
"Receipt": {
“"Email'': "a@test.ru",
"Phone': "+79031234567",
"Taxation': "osn",
“"ltems": [
{
"Name": "HaumenomaHume Tomapa 1',

"Price'": 10000,
"Quantity'": 1.00,
"Amount': 10000,
"Tax": "vatl0",
"Eanl3': ''0123456789"

}
1

CoOupaeM mMaccuB Bcex nmapameTpoB B Buje nap Kitou-3naduenue (kpome napamerpos Receipt u
DATA). IIpumep:

[{'Description”:"test"}, {"Amount':""100000"},

{"TerminalKey" :"TinkoffBankTest"},

{"Orderld":"TokenExample"}]

2
JHobasnsem B MaccuB napy (Password, 3nauenne). Password — maposs a1t TepMHUHaNa, yKa3aH B
JInunom kabunete https://oplata.tinkoff.ru, mony4aem:



https://oplata.tinkoff.ru

[{'Description’:"test"}, {"Amount’:""100000"},
{"TerminalKey" :"TinkoffBankTest"},
{"Orderl1d":"TokenExample'"}, {'Password":'123456"}]

3

Coptupyem Maccus no Kirouam, noiayyaem:
[{""Amount’:""100000"}, {''Description”:"test"}, {"Orderld":"TokenExample"},
{""Password":""123456"}, {"TerminalKey":"TinkoffBankTest"}]

4

Konxkarenupyem 3HaueHust Bcex nap, nojayyaeM:
100000testTokenExamplel123456TinkoffBankTest

5

Beraucnsem SHA-256 ot mosryueHHOTO B 11.4. 3HaYCHUS, TIOTy9aeM:
597C160C8C348FB14C63C820C54B712468923A74FD111AC6BOECDAOLFB5F4716

Konp! ommbox

Kon

Onucanue

7

IToxynarens He HaUACH

53

OO6parurech K NpoJaBIy

99

[TonpoOyiiTe MOBTOPUTH MOIBITKY IO3XKE

100

IToBTOpUTE MOMBITKY MO3XKE

101

He npoiinena unentudukanus 3DS

102

Omnepatyst OTKJIOHEHA, NMoXKalyiicTa 00paTuTech B MHTEPHET-Mara3uH WiId BOCHOIb3yHTECh
JIpYrou KapTou

103

[ToBTOpPHTE MONBITKY MO3KE

1006

[IpoBepbTE PEKBU3UTHI UM BOCIIOJIB3YUTECH IPYTrOM KapTOil
1012

[TonpoOyiiTe MOBTOPUTH MOMBITKY M03KE

1013

[ToBTOpPHTE MONBITKY MO3KE

1014

HeepHo BBeneHBI PEKBU3UTHI KapThl. [IpoBEpbTE KOPPEKTHOCTH BBEACHHBIX JAHHBIX
1030

[ToBTOpPHTE MONBITKY MO3KE

1033

[IpoBepbTE PEKBU3UTHI UM BOCIOJIB3YUTECH IPYTrOM KapTOil
1034

[TonpoOyiiTe MOBTOPUTH MOMBITKY M03KE

1041

[TonpoOyiiTe MOBTOPUTH MOMBITKY M03KE

1043

[TonipoOyiiTe MOBTOPUTH MOMBITKY M03KE

1051

Henocratouno cpencts Ha kapre

1054

[IpoBepbTE PEKBU3UTHI UM BOCIIOJIB3YUTECH IPYTrOM KapTOil
1057



[TonpoOyiiTe MOBTOPUTH MOMBITKY M03KE
1065

[TonpoOyiiTe MOBTOPUTH MOMBITKY M03KE
1082

[IpoBepbTE PEKBU3UTHI UM BOCIIOJIB3YUTECH IPYTrOM KapTOil
1089

[TonpoOyiiTe MOBTOPUTH MOMBITKY M03KE
1091

[TonpoOyiiTe MOBTOPUTH MOMBITKY M0O3KE
1096

[ToBTOpPHTE MONBITKY MO3KE

9999

BuyTpenHss ommlka cuctemsl

Mpumep panvsauuu:

¢daitn main.css

body {
background-color: #00796B;
font-size: 1.2em;

color: #ffffff;

.error{
color: #B71C1C;

font-weight: bold;

.highlight {
color: #212121;

font-weight: bold;

.card {
color: #727272;

background-color: #fff;



word-wrap: break-word;

padding: 0;

margin: 10px;

/*margin: -40px 10px 10px 10px;*/
/*border: 1px solid #9E9E9E;*/
/*border-top: 50px solid #727272;*/
/*border-radius: 2px;*/

box-shadow: 1px 1px 1px #212121;

h2 {
background-color: #727272;
margin: 0;
padding: 10px;

color: #fff;

.article {
margin: 10px;

padding: 10px;

af
color: #448AFF;

daiin index.php
<?php

function __autoload($className)

{

include $className . '.php";



//spl_autoload('TinkoffMerchantAPI");

$api = new TinkoffMerchantAPI(
'TinkoffBankTest', //Baw Terminal_Key
'TinkoffBankTest' //Baw Secret_Key

);

?>

<ldoctype htmI>

<html lang="en">

<head>
<meta charset="UTF-8">
<link rel="stylesheet" href="main.css"/>
<title>Testing Merchant API</title>

</head>

<body>

<h1 align="center">TectnposaHue MerchantAPI</h1>

<?php

$email = 'test@test.com’;

$emailCompany = 'testCompany@test.com’;

$phone ='89179990000";

$taxations = [
‘osn' =>'osn', // Obuias CH
'usn_income' =>"'usn_income’, /1 YnpouweHnHas CH (goxoap!)

'usn_income_outcome' => 'usn_income_outcome’', // YnpouieHHaa CH (moxofbl MMHYC pacxopbl)

‘envd’ =>'envd’, // EQnHBIN HaNnor Ha BME@HEHHbIN [0XO0[,

esn =>"'esn’, // EQnHBIN cCenbCKOX03ANCTBEHHbINA Hanor

'patent’ => 'patent’ // NatenTtHaa CH


mailto:test@test.com
mailto:testCompany@test.com

$paymentMethod = [

'full_prepayment' => 'full_prepayment', //NMpeanonnata 100%
'‘prepayment’  =>'prepayment’, //Mpeaonnata

‘advance’ =>'advance’, //ABaHC

'full_payment' =>'full_payment', //MonHbiii pacueT
'partial_payment' => 'partial_payment', //HactuuHblii pacyet n kpeaut
‘credit’ =>'credit’, //Mepepava B KpeguTt

‘credit_payment' =>'credit_payment’, //Onnata kpeauTa

$paymentObject = [

‘commaodity’ =>'commaodity’, //Tosap

‘excise’ =>'excise’, //MopaaKkumnsHbIN ToBap

'job’ =>"job’, //PaboTa

'service' => 'service', //Ycnyra

‘gambling_bet' =>'gambling_bet', //CrtaBKa a3apTHOI1 nrpbl
‘gambling_prize' =>'gambling_prize', //BbInrpbill a3apTHOM Urpbl
'lottery =>'|ottery’, //NotepeitHbiii 6uner

'lottery_prize' =>'|ottery_prize', //Bbivrpbiw notepeu

"intellectual_activity' => 'intellectual_activity', //MpeaoctasneHne pesynbTaToB MHTENIEKTYyaIbHOM

AeATeNbHOCTU

‘payment’ =>'payment’, //Mnatex

‘agent_commission'  =>'agent_commission’,  //AreHTckoe Bo3HarpaxaeHue

‘composite’ =>'composite’, //CoctaBHol npeameT pacyeTa
‘another’ => 'another’, //MHoi npeamet pacueTa

I;

$vats =

‘none' =>'none’, // be3 HAC
'vat0' =>'vat0', // HAC 0%
'vat10' => 'vat10',// HAC 10%

'vat20' => 'vat20' // HAC 20%



$enabledTaxation = true;

$amount = 1000 * 100;

$receiptitem = [[

1I;

'Name' =>'productl’,

"Price’ =>200 * 100,

'‘Quantity’ =>2,

‘Amount’ =>200* 2 * 100,

'‘PaymentMethod’ => $paymentMethod['full_prepayment’],

'‘PaymentObject’ => $paymentObject['service],

Tax' => $vats['none']
[

‘Name' =>'product?’,
"Price’ =>500 * 100,

'‘Quantity’ =>1,
'Amount’ =>500 * 100,
'‘PaymentMethod' => $paymentMethod['full_prepayment’],

'‘PaymentObject’ => $paymentObject['service],

Tax' => $vats['vat10']
[

‘Name' =>'shipping’,
‘Price’ =>100 * 100,

'‘Quantity’ =>1,

‘Amount’ =>100 * 100,

'‘PaymentMethod’ => $paymentMethod['full_prepayment’],
'‘PaymentObject’ => $paymentObject['service],

Tax' => $vats['vat20'],

$isShipping = false;



if (lempty($isShipping[2]['Name'] === "shipping")) {
$isShipping = true;

$receipt =
‘EmailCompany’ => $emailCompany,
'‘Email’ => $email,
‘Taxation' => $taxations['osn'],

‘Items’  =>balanceAmount($isShipping, $receiptitem, $amount),

function balanceAmount($isShipping, $items, $amount)

{

$itemsWithoutShipping = $items;

if ($isShipping) {

$shipping = array_pop($itemsWithoutShipping);

$sum =0;

foreach ($itemsWithoutShipping as $item) {

$sum += $item['Amount'];

if (isset($shipping)) {
$sum += $shipping['Amount’];

if ($sum != $amount) {

$sumAmountNew = 0;



$difference = $amount - $sum;

$amountNews = [];

foreach ($itemsWithoutShipping as $key => $item) {
$itemsAmountNew = $item['Amount'] + floor($difference * $item['Amount'] / $sum);
$amountNews[$key] = $itemsAmountNew;

$sumAmountNew += SitemsAmountNew;

if (isset($shipping)) {

$sumAmountNew += $shipping['Amount’];

if (5sumAmountNew != $amount) {
$max_key = array_keys($amountNews, max($amountNews))[0]; // kntou makc 3HayeHun

$amountNews[$max_key] = max($amountNews) + ($amount - $sumAmountNew);

foreach ($amountNews as $key => $item) {

$items[$key]['Amount'] = $amountNews[$key];

return $items;

»>

<?php if (true) : ?>
<div class="card">

<h2>Mertog Init:</h2>



<div class="article">
<?php

$enabledTaxation = true;

$params = [
'Orderld' => 200001,
'Amount’ => $amount,
'DATA" =>]
‘Email’ => $email,

'‘Connection_type' => 'example’

if ($enabledTaxation) {

$params|['Receipt’] = $receipt;

$api->init($params);
echo 'Params:’;

»>

<p><span class="highlight">Response</span>: <?= $api->response ?></p>

<?php if ($api->error) : 7>
<span class="error"><?= $api->error ?></span>
<?php else: ?>
<p><span class="highlight">Status</span>: <?= $api->status ?></p>
<p>
<span class="highlight">PaymentUrl</span>:
<a href="<?= $api->paymentUrl ?>" target="_blank"><?= $api->paymentUrl ?></a>
</p>

<p><span class="highlight">Paymentld</span>: <?= $api->paymentid ?></p>



<?php endif; ?>
</div>
</div>

<?php endif; ?>

<?php if (false) : 7>
<div class="card">

<h2>Metop GetState:</h2>

<div class="article">
<?php
$params =

‘Paymentlid' =>'2012735',

$api->getState($params);

2>

<p><span class="highlight">Response</span>: <?= $api->response ?></p>

<?php if ($api->error) : 7>
<p><span class="error"><?= $api->error ?></span></p>

<?php else: 7>
<p><span class="highlight">Status</span>: <?= $api->status ?></p>
<p><span class="highlight">Paymentld</span>: <?= $api->paymentid ?></p>
<p><span class="highlight">Orderld</span>: <?= $api->orderld ?></p>

<?php endif; 2>

</div>
</div>

<?php endif; ?>

<?php if (false) : 7>
<div class="card">

<h2>Metog Confirm:</h2>



<div class="article">
<?php
$params = [
‘Paymentlid' =>'2014742',

‘Amount’ =>1000 * 100,

if ($enabledTaxation) {

$params['Receipt’] = $receipt;

$api->confirm($params);

2>

<p><span class="highlight">Response</span>: <?= $api->response ?></p>

<?php if ($api->error) : 7>
<span class="error"><?= $api->error ?></span>

<?php else: ?>
<p><span class="highlight">Status</span>: <?= $api->status ?></p>
<p><span class="highlight">Paymentld</span>: <?= $api->paymentid ?></p>

<?php endif; ?>

</div>
</div>

<?php endif; 7>
<?php if (false) : 7>
<div class="card">

<h2>Metoa AddCustomer</h2>

<div class="article">



<?php

$params = [
'‘CustomerKey' => 'TestCustomer’,
‘Email' =>$email,
'Phone’  =>$phone,

I;

$api->addCustomer($params);

»>

<p><span class="highlight">Response</span>: <?= $api->response ?></p>
<?php if ($api->error) : 7>
<p><span class="error"><?= $api->error ?></span></p>
<?php else: ?>
<p><span class="highlight">CustomerKey</span>: <?= $api->customerKey ?></p>
<?php endif; ?>
</div>
</div>

<?php endif; ?>

<?php if (true) : ?>
<div class="card">

<h2>MeTtopg GetCustomer</h2>

<div class="article">
<?php
$params = [
'‘CustomerKey' => 'TestCustomer’,
I;
$api->getCustomer($params);

>

<p><span class="highlight">Response</span>: <?= $api->response ?></p>



<?php if ($api->error) : 7>
<p><span class="error"><?= $api->error ?></span></p>
<?php else: 7>
<p><span class="highlight">CustomerKey</span>: <?= $api->customerKey ?></p>
<?php endif; ?>
</div>
</div>

<?php endif; 7>

<?php if (true) : 7>
<div class="card">

<h2>Metoa RemoveCustomer</h2>

<div class="article">
<?php
$params = [
'‘CustomerKey' => 'TestCustomer’,
I;
$api->removeCustomer($params);

»>

<p><span class="highlight">Response</span>: <?= $api->response ?></p>
<?php if ($api->error) : ?>
<p><span class="error"><?= $api->error ?></span></p>
<?php else: 7>
<p><span class="highlight">CustomerKey</span>: <?= $api->customerKey ?></p>
<?php endif; 2>
</div>
</div>

<?php endif; 7>

<?php if (true) : 7>



<div class="card">

<h2>Metog GetCardList</h2>

<div class="article">
<?php
$params = [
'‘CustomerKey' => 'TestCustomer’,
I;
$api->getCardList($params);

7”>

<p><span class="highlight">Response</span>: <?= $api->response ?></p>
<?php if ($api->error) : 7>
<p><span class="error"><?= $api->error ?></span></p>
<?php endif; ?>
</div>
</div>

<?php endif; ?>

<?php if (false) : 7>
<div class="card">

<h2>Metoa RemoveCard</h2>

<div class="article">
<?php
$params = [
‘Cardld" =>'869301",
'‘CustomerKey' => 'TestCustomer’,
I;
$api->removeCard($params);

7”>



<p><span class="highlight">Response</span>: <?= $api->response ?></p>
<?php if ($api->error) : ?>
<p><span class="error"><?= $api->error ?></span></p>
<?php else: 7>
<p><span class="highlight">CustomerKey</span>: <?= $api->customerKey ?></p>
<?php endif; ?>
</div>
</div>

<?php endif; 7>

</body>

</html>

dain TinkoffMerchantAPI\TinkoffMerchantAPIl.php

<?php

class TinkoffMerchantAPI
{
private $api_url;
private $terminalKey;
private $secretKey;
private $paymentld;
private $status;
private $error;
private $response;

private $paymentUrl;

public function __construct($terminalKey, $secretKey)

{
$this->api_url = "https.//securepay.tinkoff.ru/v2/";

$this->terminalKey = $terminalKey;


https://securepay.tinkoff.ru/v2/

$this->secretKey = $secretKey;

public function __get($name)
{
switch ($name) {
case 'paymentld":
return $this->paymentld;
case 'status”:
return $this->status;
case 'error":
return $this->error;
case '‘paymentUrl':
return $this->paymentuUrl;
case 'response”:
return htmlentities($this->response);
default:
if ($this->response) {
if ($json = json_decode($this->response, true)) {
foreach ($json as $key => $value) {
if (strtolower($name) == strtolower($key)) {

return $json[$key];

return false;

/*-k



* @param $args mixed You could use associative array or url params string
* @return bool

* @throws HttpException

*/

public function init($args)

{
return $this->buildQuery('Init’, $args);

public function getState($args)

{
return $this->buildQuery('GetState’, $args);

public function confirm($args)

{
return $this->buildQuery(‘Confirm’, $args);

public function charge($args)

{
return $this->buildQuery('Charge’, $args);

public function addCustomer($args)

{
return $this->buildQuery(‘AddCustomer’, $args);

public function getCustomer($args)

{



return $this->buildQuery('GetCustomer', $args);

public function removeCustomer($args)

{

return $this->buildQuery('RemoveCustomer’, $args);

public function getCardList($args)

{
return $this->buildQuery('GetCardList', $args);

public function removeCard($args)

{
return $this->buildQuery('RemoveCard', $args);

/**

* Builds a query string and call sendRequest method.
* Could be used to custom API call method.
* @param string $path APl method name
* @param mixed $args query params
* @return mixed
* @throws HttpException
*/
public function buildQuery($path, $args)
{
$url = $this->api_url;

if (is_array($args)) {



if (larray_key_exists('TerminalKey', $args)) {
$args['TerminalKey'] = $this->terminalKey;

}

if (Yarray_key_exists('Token', $args)) {
$args['Token'] = $this->_genToken($args);

}
$url = $this->_combineUrl($url, $path);

return $this->_sendRequest($url, $args);

[
* Generates Token
*
* @param $args
* @return string
*/
private function _genToken($args)
{
$token ="
$args['Password'] = $this->secretKey;

ksort($args);

foreach ($args as $arg) {
if (Yis_array($arg)) {
$token .= $arg;

}
$token = hash('sha256', $token);



return $token;

[
* Combines parts of URL. Simply gets all parameters and puts '/* between
* @return string
*/
private function _combineUrl()

{

$args = func_get_args();
$url ="
foreach ($args as $arg) {
if (is_string($arg)) {
if ($arg[strlen($arg) - 1] !=="/") $arg .= '/";
$url .= $arg;
}else {

continue;

return $url;

/*-k

* Main method. Call APl with params
*

* @param $api_url

* @param $args

* @return bool|string

* @throws HttpException

*/



private function _sendRequest($api_url, $args)
{

$this->error =";

if (is_array($args)) {

$args = json_encode($args);

if ($curl = curl_init()) {
curl_setopt($curl, CURLOPT_URL, $api_url);
curl_setopt($curl, CURLOPT_FOLLOWLOCATION, true);
curl_setopt($curl, CURLOPT_RETURNTRANSFER, true);
curl_setopt($curl, CURLOPT_SSL_VERIFYPEER, false);
curl_setopt($curl, CURLOPT_POST, true);
curl_setopt($curl, CURLOPT _POSTFIELDS, $args);
curl_setopt($curl, CURLOPT_HTTPHEADER, array(

‘Content-Type: application/json’,

);

$out = curl_exec($Scurl);
$this->response = $out;

$json = json_decode($out);

if ($json) {
if (@$json->ErrorCode !=="0") {
$this->error = @$json->Details;
}else {
$this->paymentUrl = @$json->PaymentURL;
$this->paymentld = @$json->Paymentld;

$this->status = @$json->Status;



curl_close($curl);

return $out;

}else {

throw new HttpException(‘Can not create connection to ' . $api_url . ' with args ' . $args, 404);





